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Abstract

The great promise of collaborativetechnologiesthat improve group awarenessand communicationis often
overshadowedby accompanyingprivacy concernslin suchsystemsthe privacy concerngrelateto the individuals
oneinteractswith — colleaguessuperiorssubordinatesfriendsandfamily. UsingInstantMessagingasanexample,
we illustratethat addressingrivacy issuesin suchsystemscanbe quite challenging. Basedon in-depthinterviews
with experiencedM users,we proposethat the primary concernregardingprivacy in collaborativeawareness
systemds anindividual’s desireto controlhow oneappeargo others.We advocatehat designerempowerusersto
appropriatelymonitor and managethe impressionthey projecttowardsothersby providing modifiable policiesand
settings,with suitabledefaultsand seamlessnteraction.We also provide a few designsuggestiongo seedfurther
exploration.

1 Introduction

Timely informationaboutcurrentactivities,work progressandavailability of one’steammemberds very valuable
for fosteringinformal communicationwithin a work team,and for low-level synchronizatiorof work activities
(Dourish & Bellotti, 1992; Herbsleb,Mockus, Finholt, & Grinter, 2000). This is especiallycritical when team
membersare geographicallydistributed. Yet, peopleusuallyloath disclosureand surveillanceof their whereabouts
andactivities(Want, Hopper,Falc_o & Gibbons,1992). This resultsin tensionbetweerthe needfor awarenesand
the desire for privacy.

In systemdevisedfor communicatiorandcollaboration the privacy concernsn questionare primarily with respect
to otherindividualsoneinteractswith — colleaguessuperiors subordinatesfriendsandfamily — asopposedo big,
nameless entities such as corporations and the government.

We startby describingwhat awarenessnd privacy meanin the contextof collaborativework. We uselnstant
Messaging(IM) systemsas an exampleto illustrate how evena conceptuallysimple collaborativesystemcan be
quite complexwhenanalyzedrom the point of view of privacy. Basedon interviewswith usersof IM systemswe
proposethat users’ primary concernsregardingprivacy in collaborativework settingsarise from their desireto
manage their impression. Finally, we provide some suggestions for privacy-sensitive system design.

2 Awareness

Awarenesof the activities of collaboratorshelpsindividuals plan, orient and coordinatetheir own work to fit the
activities of their team, departmentor organization.This resultsin increasedefficiency and effectivenessof

individual work aswell asthe work thatis carriedout collaboratively(Dourish & Bellotti, 1992).1t is no surprise
thenthat moretightly-coupledthe collaborativeactivity, higherthe amountof effort andtime individuals spendin

seekinginformationaboutthe availability andactivitiesof othersandin providinginformationto othersof their own

availability and activities (Herbsleb, Mockusnholt & Grinter, 2001).

Awarenesdnformationis multi-faceted.lt includesinformation aboutpeople’spresenceactivities (past,present,
and future), schedulesroutines,deadlines,and availability. Moreover, such information may be provided and
receivedthrougha variety of channels- from physicalto socialto electronic.For instance by peekingthrougha
partially openoffice door one may find out whethera colleagueis busy.One may also useone’s knowledgeof a
colleague’s routine to infer his or her availability, or one can consult his or her online calendar.

Over the yearsa variety of softwaresystemsand hardwaredeviceshave beenbuilt with the explicit goal of

supportingthe collection and disseminatiorof awarenessnformation. Examplesof suchsystemsinclude Shared
Media Spaces(RAVE (Bellotti & Dourish, 1997), Portholes(Dourish & Bly, 1992), Thunderwire (Hindus,



Ackerman,Mainwaring & Starr, 1996)), SharedCalendarsMailing lists, SharedWorkspaceqPolyteam(Mark,
Fuchs, & Sohlenkamp, 1997), BSCW - http://bscw.gmd.de/),Shared repositories (Docushare -
http://docushare.xerox.conGVS - http://www.cvshome.org) Newsgroups,Instant Messaging(e.g. ICQ -
http://www.icq.com),Sensorg(e.g. Active Badges(Want et. al., 1992)), and SharedDisplays (e.g. Notification
Collage (Greenberg& Rounding,2001)). Even systemsgenerallyregardedto be single-usersuchas email and
telephonemay be employedfor awarenespurposesFor examplecallerID may be usedto screencalls; automatic
email replies may be used to indicate extended unavailability etc.

We find peopletypically using a combinationof diversesystemsand mechanismsn their efforts to generate,
disseminateand receiveawarenesformation. The mannerin which variousmechanismsre combinedandused
dependsn the peopleandthe task(s)involved, the granularityof awarenesinformation,the frequencyof changes
in awareness information, resources, cultural norms, context and so on.

Awarenessnformationassumes moreimportantrole in the contextof closecollaborationandevenmoresoif the
collaboratorsare geographicallydistant (Herbslebet. al., 2000). Since our primary interestis supporting
collaborativework of globally distributedteams,we focus here on awarenessystemsand on mechanisms
encountered in this scenario.

3 Privacy

Privacyis currentlya highly publicizedand hotly debatedopic. Yet, dueto the complexitiesinvolved, thereexists
no commonlyagreed-upomlefinition of ‘privacy’. Onesourceof difficulty in definingprivacy s its highly situated,
context-dependemtature(Palen& Dourish,2003).Evenin the samesituation,different individualsinvolved may

havedifferent opinionsand expectation®f what privacy meansThis fuzzinesscontextdependencyndindividual

variability make dealing with privacy a rather difficult task.

Bellotti (Bellotti, 1996) haspointedout that two typesof privacy definitions are common.Sherefersto themas

normative and operational.Normatively, Warren and Brandeis(Warren & Brandeis,1890) define privacy as

“freedomto beleft alone”. Stoneet. al. (Stone,Gardner,Gueutal& McClure, 1983)offer an operationaldefinition

of privacy as “ability of the individual to personallycontrol information about oneself’ whereasSamarajiva
(Samarajiva,1997) extendsthe definition to “the control of outflow of information that may be of strategicor

aesthetic value to the person and control of inflow of information including initiation of contact”.

In the physicaldomain,a variety of mechanismsand artifactsseemto have evolved over time to make privacy

managementasier. Theseembodycertainsocialprotocolshasedon sharedassumptionssuchaslocking the doorto

preventaccesgo others,or knocking before enteringevenwhen the door is partially open.However,when the

sharedassumptiondehindthe embodiedsocial protocolsareno longerapplicable for whatevereason- individual,

cultural, contextual task-specific— privacy managemenbnce againbecomesproblematicand privacy violations

may occur.

It is commonlyobservedhatthe consequenceandrisks involved determinethe amountof (explicit) effort andtime

devotedto managingprivacy. Whenthe consequencesre potentially severe peopledevoteconsiderablattentionto

preservingprivacy. If, despitetheir efforts, a violation of privacy doesoccur,individualstypically negotiateuntil a

commonly agreed upon state of privacy is reached for everyone involved.

4 Relationship between Awareness and Privacy

The abovediscussiorregardingawarenessind privacy makesthe inherentinterrelationbetweenthe two apparent.
The generalperceptions thatthereis aninverserelationshipbetweerprivacy andawarenessnoreawarenesteads
to lessprivacy and vice versa. Eventhoughthis may typically be the case,the reversemay also be true, i.e.

providing more awarenesgrovidesmore privacy. For example,maintaininga personalweb pagewith electronic
copiesof their papersallows faculty membersto limit the intrusion causedby requestsfor copiesof their

publications (Palen &ourish, 2003).

Giventhe highly situatedand contextdependenhatureof both awarenesandprivacy, it shouldbe no surprisethat
the exactmannerin which awarenessnd privacy dependon eachotheris also contextdependent. However,
regardlesf the exactrelationshipbetweenthe two at any giventime, it is certainlytrue that they influenceeach
othergreatly. The questionthen,is how peoplemanagethe relationshipbetweenawarenesand privacy — bothin

the physical and the electronic world.

Effectively dealingwith privacy managemenin electronicdomainis ratherchallenging.Partof the reasonis that
privacy runsinto the social-technicabapreferredto by Ackerman(Ackerman,2000).Electronicsystemdrequently



embody,or try to mimic, artifactsand conceptsfrom the physicaland social domains.However,the underlying
assumption®f privacy may be partially or totally lost in the transformatiorfrom the physicalor socialworld, to the
digital. A break in expectations means either too much or too little privacy, compared to what is desired or expected.
The otherparthasto do with specificaffordancef the domainitself. In the electronicdomainit is mucheasierto
mine data,andto combinedistinct piecesof informationin a way thatthe compiledinformationis of greatervalue
thanthe sumof its parts.Additionally, digital information may be easilyarchivedextendingits temporaldimension
indefinitely. Finally, digital informationcanbe easilytransmittedacrossdistance makingits reachglobal. This ease
of informationmining, archiving,andsharinghasfar-reachingconsequencef®r privacy managementAs a result, it
has heavily contributed to the widespread concerns regarding privacy in the electronic domain.
Weillustrateour pointsin the nexttwo sectionsy discussinghow currentawarenessystemsdealwith privacy,and
by presenting a comparison of the privacy management aspects of various IM systems.

5 Privacy Mechanisms in Current Collaborative Awareness Systems

As a start, it is instructiveto study privacy mechanismsn currentcollaborativeawarenessystemsDesignersand
buildersof suchsystemdrequentlytendto treatprivacy eitherasa secondaryonsideratioror asanissuefor future
exploration.This may be dueto the underlyingassumptiorthat individualswho collaboratewith eachotherhave
lessstringentprivacy expectationsAs we will discussbelow, the resultis often systemswith privacy mechanisms
that do not match users’ needs and expectations.

Current awarenesssystemsprovide for privacy managementhrough a combinationof a large number of
mechanismsThe essencef thesemechanismseemsto revolve aroundcontrolling accesqto oneselfand one’s
artifacts)throughproperauthorization Different mechanismdgliffer in termsof who hascontrol, who is authorized,
and how the processof authorizationworks. Someexamplesof privacy mechanismsnclude accessontrol (e.g.,
password-protectetbgin), assignmentof groupsand roles, and summaryand distortion (e.g. abstractinga
documentblurring of a video stream(Boyle, Edwards& Greenberg2000)). Thesemechanismsnay be enactedand
enforcedin a variety of waysincluding provisionof defaults,generatiorof feedbackgnforcingreciprocity, policies
and procedures, as well as support for social consensus.

In reality, controlandauthorizationdecisionsare hardto makeupfront sincethey changedynamicallywith context.
Incorporatingthis contextdependencénto the capabilitiesprovidedby presentsystemss difficult, to saythe least.
The adequacyf thesemechanismdor privacy managemenandthe mannersn which they are utilized in current
awarenessystemaeedto be studiedin detail. If we know whatmechanismgeopleusein aneffectivemannerwe
can look into the reasonsand then use the findings to inform the designof awarenessystemswith improved
privacy management solutions.

6 Privacy and Awareness in IM Systems

Oneof the mostpopularandwidespreaccontemporanawarenessechanismss InstantMessagingIM). Although
IM emergedin a non-work context, it is increasinglybeing used and studiedin the context of supporting
collaborativework (Herbsleb Atkins, Boyer, Handel& Finholt, 2002).IM allows peopleto indicatetheir presence
to otherswho areon their list of contacts At the sametime, it allows checkingfor presencef contactslt is possible
to providefiner-grainedinformationthan merely online/offline, by indicatingone’s currentstatusthroughvarious
predefined “status messages” (e.g. “busy”, “on the phone”, “out for lunch”, “away from the desk”).

Evena relatively simple systemsuchas IM posesa multitude of concernsregardingprivacy. The importanceof
managinghis influenceon privacy, evenin situationspresumedo involve familiar contactsjs evidentfrom the fact
that all popularIM systemsinclude a “Privacy” option panelswith settingsand optionsto allow individuals to
managetheir privacy. To obtaina betterunderstandingf how peoplehandleawarenesandprivacyin IM systems,
we first comparedavailablemechanismdor adjustingawarenesslisseminationand privacy protectionthat are
provided by the four most popular IM systems— ICQ (http://www.icq.com), Yahoo! Messenger
(http://messenger.yahoo.comMSN Messenger(http://messenger.msn.comand AOL Instant Messenger
(http://www.aim.com). The following features were considered in our review:

Soundnotification This refersto the capability of associatingsoundalertsto various events,suchasincoming
messages or someone logging in.

Grouping Groupingfunctionality allows variouscontactsto be organizedinto different groups,suchas“Family”,
“Friends”, “Coworkers”, “Project X Members” and so on.



Privacy option panels Privacy option panelsallow modification and customizatiorof varioussettingsin orderto
manageprivacy. For instance a usermay specifywhetherhe or shewishesto revealstatusinformationon the web,

or whether his or her phone number should be available to people on the contact list.

Blocking Blocking a contactallows a userto preventhis or her awarenesiformationfrom being providedto the
blocked contact. The blocked contact will always see the user as being “offline”.

Customstatus The ability to setcustomstatus,suchas“Working on Documentatiorfor ProjectX”, improvesthe
limited flexibility of the pre-set status messages provided by the system.

Autoreply. Auto reply functionality allows a userto reply to anincomingmessagevith an automaticreply message
whenhe or sheis away. The messagenay be chosenfrom onesprovidedby the systemor may be customdefined

by the individual. This functionality is analogous to a non-personalized or personalized answering machine greeting.
Offline messaging Offline messagingefersto the ability to receivemessage$rom contactsevenwhile being
“offline”. Offline messaging allows messages to be stored on the server (akin to email) and delivered at next login.
Popupnoatification This refersto the capability of receivingsmall, ephemerapopupsin a cornerof the screento
serve as notification of events such as a contact signing in or a new message session being started.

Individual settings This refersto the ability to specifyvarioussettingson a per-individualbasis.For instancea user

may wish to be always“Available” to a certaincontact,regardles®f his or herexplicitly setstatus.Similarly, he or

she may not want a particular contact to have access to his cell phone number.

Group settings Groupsettingsrefer to the ability to specify settingson a per-groupbasis.Changinga settingfor a
groupaffectstheindividual settingsfor all contactsn the group.Thus,if a personchoosego alwaysappear‘Away”

to the “Friends” group, all contacts that are grouped under “Friends” will see her as being always “Away”.
Videoconnection Video connectionallows oneto broadcastive videoimagesof oneselfwith a computer-attached
camera. The video may either be a continuous stream or a series of snapshots taken at regular intervals.
Reciprocity Reciprocityrefersto whetheror not the systemenforcesoliciesin areciprocalmanner For instancejf
person A blocks person B, a reciprocal policy will require that person A is also automatically blocked by person B.
Webstatusintegration Integratingstatusinformationwith the web allows publishingof statusinformationto a web

site that allows others to view it without having to log into the IM system.

Permissionto add This refersto whetheror not a userneedsexplicit permissionfrom othersto addthemto his or

her contactlist andvice versa.A userwho wishesto avoid multiple individual requestdor permissionmay choose

to set a global option to allow anyone to add him or her without explicit permission.

Table 1: Comparison of IM Systerhs

Feature AIM MSN Yahoo ICQ
Sound notification Yes Yes Yes Yes
Grouping Yes Yes Yes Yes
Privacy menu Yes Yes Yes Yes
Blocking Yes Yes Yes Yes
Custom status Yes No Yes No
Auto reply Yes No No Yes
Offline messaging Yes No Yes Yes
Popup notification Yes Yes Yes Yes
Individual settings No No Partial Yes
Group settings No No Partial No
Video connection No Yes Yes No
Reciprocity Yes Partial No No
Web status integration No No Yes Yes
Permission to add No Yes Yes Yes

Table 1 providesa comparisorof the four popularlM applicationsn termsof thesefeatures While severalfeatures
arecommonto all IM systemsstudied,someof them areimplementedn different ways. Therealso exist subtle
differencesthanthoseincludedin the table. Forinstance MSN Messengeautomaticallyturns off soundandpop-
up notificationswhenin “busy” status(with no optionto modify this behavior);Yahoo! MessengeandICQ allow
oneto log in directly in “invisible” mode,while othersdo not, and so on. Moreover, it provesdifficult and

! Thetableis baseduponanalysisof IM versionsavailableat the time of writing. SincelM systemsevolvecontinuouslya few of
the cells may have since changed.



cumbersoméo incorporateeventhe mostrudimentaryaspectof contextinto the system.This is evidentfrom the
sparse support for group-level, and individual-level settings.

7 Interviews with IM Users

We interviewedsevenfrequentusersof IM to understandheir privacy attitudes,expectationsand practiceswhen
usingIM, andto seewhetherthesediffered with the locationand purposeof IM usage(Patil & Kobsa,2004).We
solicited participantsvia a postingto a mailing list, aswell asvia word of mouth. Potentialparticipantsweresenta
short(5 questionsmultiple-choicescreeningjuestionnairen orderto geta senseof the IM system(s}theyused,the
usage frequency, and the number of contacts in their list(s).

7.1 Subjects

Seven subjects participated in the study:

. a software developer in a large corporation

. a graphic designer in the technical staff of a university

. a software engineer in a small Indian consulting firm (with offices and clients in India and the U.S.)

. a doctoral student whose native language is Spanish

. a technical support person in a large corporation

. an engineer at a large corporation that handles sensitive defense contracts

. a second-year undergraduate student in Social Science
We deliberatelychoseindividualswith diversebackgroundsvho wereinvolvedin differenttypesof undertakingsn
differenttypesof environmentsin orderto compareandcontrastuseof IM in a broadvariety of situations.Two of
the subjectqgraphicdesignermandtechnicalsupportperson)werefemale.Subjectsvere betweenmid-20to early 30,
exceptfor the undergraduaté20) andthe engineer(above50). All wereexperiencedisersof IM andhadbeenusing
it for atleastayear.All usedIM from multiple locations(e.g.work, home,school),andhadmorethan20 peoplein
their contactlists. The frequencyof IM usevariedfrom a few hoursper monthto morethan8 hours/day Subjects
participated in the study on a voluntary basis, and no compensation was provided.

7.2 Methodology

A semi-structurednterview of aboutl to 1.5 hourswasconductedwith eachsubject.For the graphicdesignerwe
did a secondfollow-up interview of abouthalf an hourto probemoreinto someof the informationprovidedin the
first conversationln orderto get a sensefor the physicalenvironmentin which the subjectsuseIM, we tried to
conductinterviews at the place where the personusedIM the most (However,three took place at different
locations.)All interviewswere conductedface-to-face gxceptfor the subjectfrom India who was interviewedby
phone. The interviews were digitally tape recorded and then transcribed for analysis.

We usedabout20 ratherbroad questionsas a guidelinefor the semi-structuredgconversationalnterviews. The
guestionawere meantto gatherinformationaboutpeople’stasksandroutines,the mannerin which theyuselM in
their daily lives, and their expectationsand behaviorregardingprivacy — both in generaland specific to IM.
Questionswveretailoredto eachsubjectbasedon their answergo the 5-questionscreeningjuestionnaireAdditional
guestions were asked during the interview, as deemed necessary to gather relevant information.

7.3 Results

Despitethe diversity of chosensubjectstheir expectationand practicesregardingprivacy were strikingly similar.

(While therealsowere quite a few differenceswe will mostly focus on the similarities here.)In general,subjects
had trouble articulatingwhat “privacy” meantto them. They found it much easierto discussprivacy in termsof

concrete situations and examples. This is to be expected, given the highly “situated” nature of privacy.

All subjectsclaimed not being overly concernedwith privacy when using IM. Most operatedwith the general
assumptiorthat they do not have much privacy whenworking online. Yet, aswill becomeclearin the following

discussionguite a few of their practicessuggesta definite desireand concernfor privacy, despiteclaimsto the
contrary.

Overall, we found that privacy concernsof subjectsfell alongthreemain dimensionswho, when& where,and
what. These are described below:



7.3.1 Who (known vs. unknown)

Subjectsreportedthe desireto havea very high degreeof privacy from peoplenot on the contactlist. Non-contacts
were often treatedas strangeravith unknownintentions.Subjectstook painsto makesurethat anyonenot on the
contactlists could not seeany information aboutthem. For instance,only one subject(undergraduatetudent)
maintaineda public profile. He alsoindicatedthat many of his friends had profiles aswell. We believethat this
differenceis mostlikely dueto the factthatundergraduateareat anageandstagein life wheretheyactively engage
in socializing and want to “advertise” themselves.

Peopleon the contactlist, on the other hand, were treatedas trustedacquaintancesGiven the greatly lowered
privacy barrierfor contactsas opposednon-contactsit was hardly surprisingthat all subjectswere quite careful
aboutwhomto addto their list. The graphicdesignerrelied uponstandardizedcreen-nameonventiongollowed at
her workplace,the softwaredeveloperusedthe corporatedirectory which was integratedwith the IM client at his
organizationwhile the doctoralstudentand the softwareengineemreportedaddingonly thosepeoplewith whom
they had had extensive face-to-face relationships for some period of time.

This carefulscreeningf contactsat the outsetalsoresultedin relatively few contactsbeingblockedor deletedater.
Blocking occurredeither when someonewas addedin error, or upon somesignificant externalchange(s). For
example the softwaredevelopementionedblocking his ex-girlfriend after they broke up. Similarly, the doctoral
student mentioned deleting contacts from his old job after he quit that job.

For known contacts,subjectpracticespointedto a desirefor differentlevelsof availability for different groupsof
people— suchasco-workers family, friends.For instance someof our subjectshadreservationsbouthavingtheir
superiorson their contactlist. The doctoralstudentcollaboratedwith his supervisoronly via email, ashe did not
want to alwaysbe accessibleo themvia IM. This is further corroboratedwhen subjectsmentionedusing IM
grouping mechanism to selectively monitor their contact list.

Graphicdesigner* TheWTT membersare right here.lIt's thefirst thing that | see,and| cantell myteammembers
are on’

Doctoral student:* My wife logsin and only looksat the group of family memberslf no onein that groupis logged
in she will disconnect. That's the only group of people she cares about at that time.

7.3.2 When & where (availability)

This dimensioncanalsobe looked at asthe desireto manageavailability to avoid interruptionor distractionfrom

currenttask. Expectationsand practicesregardingavailability heavily dependedon location, time and (work)

context. Thus, subjectshaddifferent desiresregardingtheir availability while working (from anylocationincluding
their homes),asopposedo not working. (“Work” hereis usedin a generalsenseandincludesschoolwork.)While

working, subjectswantedto be as availableas possibleto co-workersfor collaboration. They also paid more
attentionto the availability of the co-workercontactson their list. Subjectstried to keepcontactsinformed of their
availability via statusindicators.The graphicdesignereft descriptivestatusmessagesvenif shewasawayfrom

her deskfor only 5 minutes.The softwaredevelopetturnedoff the “auto-idle” feature becauseften he wasaround
yet not using the computer,incorrectly creatingthe impressionthat he was away from his desk. The graphic
designeralsomentionedthat sheoften guessedhe locationof her contactshasedon changesn the pictureor icon

that they chose to associate with their name.

Graphicdesigner* Sometimesomebodill work from homein the morningand thencomein the afternoon.But
the only thing that distinguishesetweerlocationsis the differenticonsthat peoplemight have. Theymighthavean

icon whenthey're at work and an icon on their homecomputer And whentheylog in you cantell just basedon an

icon”

Subjectsfrequently employed“plausible deniability” (Nardi, Whittaker & Bradner,2000) as an indication of

(un)availability. They chosenot to respondimmediatelyto incoming message# they were otherwiseoccupied.
Similarly, a non-responsé a messagehey initiated wastakento meanthatthe contactwasbusyandwill reply ata
later, more convenienttime. The softwareengineerhowever,said that he tried to senda quick “busy right now”

message whenever possible.

For subjectswith working lives, IM alloweda limited extensionof “home” into “work”. Subjectsreportedhaving
personal non-work contactsin their list at work. However,while at work, IM conversationsvith friends,family,

andsignificantotherswerereportedto be few andfar betweenwith primary attentionbeingdevotedto work-related



matters.The occasionalpersonalconversationseemedto servethe purposeof maintainingsocial bonds,and

catching a moment of relief from stress of work.

Interestingly,the reversewas not typically true; “work” rarely extendednto “home”, unlessspecifically working

remotelyfrom home.Subjectamadesurethatwork did notinvadepersonalife. The softwareengineeralmostnever
usedIM from home as he wantedto “stay away from the computer”. The graphic designerand the software
developerhad separatgersonalM accountswhich they usedfrom home,while the doctoralstudentpiggybacked
on his wife's account at home. Subjects did not have any work-related contacts in these accounts.

7.3.3 What (content)

Subjectswere greatly awareof the sensitivity of the contentsof their IM conversationskor the mostpart, IM was
treatedsimilar to email or written communication.Subjectswere aware of, and had acceptedthat IM may be
monitoredby systemadministratorsor be sniffed off the network.Yet, just aswith email, subjectshada reasonable
expectationthat their conversationswill only be read by the intendedrecipient(s). The undergraduatetudent
believedthat the chancesof anyonegrabbinghis conversationavere so miniscule that he was not concerned.
Moreover,they expectedhe recipient(s)to follow the samecommonetiquetteasfor emailif sharingconversations
with athird party.In fact, the graphicdesigner’svorkplacehad cometo anunwrittenconsensuaboutthe policiesto
be followed for sharing saved conversations with others not part of the original conversation.
Graphicdesigner:*Wecreatedrules within our group. | work with 5 people. Andthe rule is, anythingthat is said
in AIM or in email, if youwantto forward it on to a third party you haveto checkwith the personfirst, tell them
exactlywhatyouwould be clipping and pasting and sending If theyokayit, fine. But you cannotdo that under
any circumstancesno matterhow benignthe conversatiorseemedYoucan’t do that unlessyou’ve askedfirst. And
so we stick to that rule and have not had any problems.

Most subjectsexpressedineaseat the prospectof their IM conversationbeing savedby their contacts However,
they hadresignedthemselvedo the fact that this was somethingthat they could neitherknow aboutnor control. At
the sametime, they all cited instancesn which a previouslysavedconversatioreitherby themor by a contacthad
beenusefulat somelater point. All seemedo employthe strategyof consciouslytrying to avoid sayinganything
over IM that might be potentially harmful for them in the future.

All subjectsreportedswitchingto a different mediumof communicationfor conversationghat they deemedtoo
sensitivefor IM. Subjectsesortedo thetelephoneor a face-to-faceconversationin suchcases- eitherbecausehey
did not want a written recordof the conversationpr becausehey felt that IM was too impersonala medium,or
becausehey felt that written communicationwas not the bestchoicefor the situation,or somecombinationof the
above reasons.

Finally, all subjectsreportedbeingawareto someextentthat otherswho walk up to their deskswereableto glance
at the contentsof their screensThe softwaredeveloperand the softwareengineersaid that they minimized their
windows whenever someone approached their desk.

Softwaredeveloper:“I'd rather haveit minimizedand blinking than there for everyoneto seewhat I'm talking
about”

The undergraduatestudentalso minimized windows, but only when he was conversingabout the person
approachinghim. The doctoral studentmentionedthat his conversationsare in Spanish,providing him with an
addedlayer of privacyin an English-speakingountry. The graphicdesigneraswell asthe doctoralstudentinitially
deniedbeingtoo concernedaboutotherswatchingthe screen However,further probing revealedthat the doctoral
studentoften turnedoff the monitor if engagedn a conversatiorwith someonephysically at his desk,while the
graphic designermentionedoccasionallyusing the “Show Desktop” button to minimize all windows. She also
recalled an instance in which she felt quite awkward when her mother was watching the screen over her shoulder.

8 Privacy-Sensitive Design of Collaborative Systems

Giventhat manyawarenessnd communicatiorfacetsof IM overlapwith capabilitiespresentin othercollaborative
awarenessystemswe believethat our findings regardingprivacy in IM could be generalizetheyondIM to any

typical awarenessystem.We now discussimplications of thesefindings for designingcollaborativeawareness
systems in a privacy-sensitive manner.



8.1 Managing Impression

Basedon the abovediscussionand drawing on the work of Goffman (Goffman, 1959), we suggesthat privacy
expectation@ndbehaviorgn collaborativeawarenessystemsare primarily shapeddy the desireto control how one
appeardo others,i.e. the wish to projectan appropriate“impression” of self throughthe systemto the various
partiesinvolved. As PalenandDourish(Palen& Dourish,2003)point out, “We seekto maintainnot just a personal
life, but alsoa public face.Managingprivacy meanspayingattentionto both of thesedesires”. This may be seenin

the subjects’practicesof presentingthemselvedifferently by being “available” to different extentto different
groupsof people.Subjects'wish to control sharingof their one-on-oneonversationgwith any party not part of the
original conversation)also points to their desirefor beingin commandof the impressionthey project about
themselvedo the third party in question.The impressiorthat userswantto presento someoneseemsalependenbn

the type of relationshipwith the person.The impressionone would want to projectto one’s superioris quite
different from that one would want to projectto peers.Providing information to trustedcolleaguesaisesfewer
privacy concernghanto unknownthird parties.This is highlightedin the interviewsby the subjects’very strong
desire for privacy from people not on their contact lists.

The particularpracticeshat peopleemployto manageheir impressionon othersseemto be influencedby a variety
of factors such as system defaults, personalpreferencesprior knowledge and experiencesgroup norms,
organizational policies, and cultural expectations.

The desireto manageone’simpressionis likely to strongly influencethe point of balancebetweenthe needfor

privacy andthe consentto discloseawarenessnformation.Oneis likely to demandmore privacy in mattersthat
could potentially reflect poorly upononeself.On the other hand,one may tolerate,or evendemand Jessprivacy
whenthe situationcreatesa favorableimpressionof oneselffrom the point of view of others.For exampledueto a

generalfear of monitoring,employeesnay be reluctantto distributerecordsof the exacttime at which they arrive at

work everyday. However,an employeewho consistentlycomesin early may in fact wish to havethis fact known
widely as a testimony of greater commitment to work.

8.2 Implications for Design

We advocatethat designerssiew privacy considerationsn collaborativeawarenessystemsrom the perspectiveof

“impressionmanagement”This perspectivewill be helpful in empoweringusersto appropriatelymonitor and
managehow they appearto othersvia the system.lt shouldbe noted,however,that we are not urging for a mere
implementatiorof Goffman’swords. Sucha direct operationalizatiorhasnot beensuccessfu({Lederer,Beckmann,
Dey & Mankoff, 2004) becauset forcesusersto makeimplicit practicesexplicit. A more sophisticatednuanced
and integrated approach is needed.

In orderto managethe impressionprojectedvia the system,usersoughtto be given the opportunityto inspect
variouspiecesof informationaboutthemselveghat canbe viewed by others.Someof the subjectswe interviewed
reportedinstancesn which they were unsurewhat exactly otherscould seeregardingtheir status.Moreover,users
shouldbe ableto obtain summariesand statisticsaboutinformationregardingthemselveghat s visible to others,
and a comparisonof this datawith averagesand variancesof the group(s)to which they belong.However,we

recommendagainstproviding suchsummariesand statisticsof awarenesinformationaboutindividuals otherthan
the userhimselfor herself,in ordernot to facilitate surveillance. Userscould alsobe providedwith the capabilityto

receivetimely alertsand notificationsregardingchangego variousfactorsand parameterghat are of particular
importance to them.

In designingcollaborativesystemsawith impressiormanagemenfieaturesandmechanismsye needto pay particular
attention to three major factors:

Defaults Given the complexand context-dependentatureof privacy, the numberof optionsand settingsto be

manageds quite large. As a result, defaultsthat are widely applicableacrosspersonsand situationsmust be

provided.Alternatively, typical profiles — suchas“manager”,“student”, and “home user” — with different defaults
could be utilized. In IM, we found that default settingsare seldomlooked at, let alone modified. The only time

subjectsrememberedcchangingsomethingis either when they first installed the software,or when something
concernedhem enoughto take action. For example,the softwaredeveloperturned off pop-up notificationsand
soundsasthesewere causinghim to be distracted And, after gettinga few messageférom randomstrangersthe
graphic designerfigured out how to setrestrictionsto allow only her contactsto view her information. This

underscoreshe importanceof settingappropriatedefaultsat the time of installation. The valuesof defaultsoughtto

be informed by detailed studies of users, their tasks and the setting(s) in which the system operates.



Modifiable policies Sincethe notion of privacy is highly nuancedit is impossibleto deviseuniversallyapplicable
policies.For example,a systemmay havethe policy of not revealingone’shomephonenumberto anyoneexcept
one’sfamily andpersonalfriends. However,in caseof anemergencypneis unlikely to expecta rigid enforcement
of sucha policy. The inability to turn notificationson while in “busy” modeis an exampleof a policy thatis too
rigid. Designersshouldallow for usermodificationof defaultpoliciesto provide usersthe control andflexibility to
adjust the system as pertinent to their situation.

Interface and interaction A greatdeal of attentionneedsto be paid to the userinterfaceand userinteraction.
Feedbaclshouldbe providedin a context-sensitivenon-intrusiveand seamlessnanner.Often, subjectsvereunsure
abouttheir currentsettingsfor variousparametersprimarily dueto very little feedbackanddueto lack of visibility
regardingcurrentsettings.This makesit very difficult to gaugethe impressionone projects.A systemoughtto give
usersthe opportunityto inspectthe variouspiecesof informationaboutthemselveshat canbe viewedby others,and
alsoto obtain summariesand statisticsaboutthem. At the sametime, subjectsfrequentlymentioned‘distractions”
causedy too muchor inappropriatelytimed feedbackInteractionshouldbe designedn sucha way that specifying
andmodifying one’sstatus settingsandpoliciesrequiredlittle or no time andeffort. Automatically settingthe status
message to “Away” based on keyboard inactivity is an example.

8.3 Specific Design suggestions

Finally, we providea few specificinitial designexplorationsfor future collaborativesystemsOur aim is to merely
stimulateexplorationby providing a few seedideas.Concreteimplementation®f theseor otherdesignsuggestions
can only develop from prototyping and iterative improvement, via user testing and feedback.

Timelimits: Work and social practicesmay sometimesequirecontactswith whom oneinteractsonly for a limited
period of time. Collaborativesystemsthat supporttime-limits for contactswould allow usersto createshort-term
collaborations with a pre-specified (but later modifiable) expiration date.

Group-levelsettings Given that, at any given time, people’spreferencedor availability to different groupsof
peoplearevastly different, a collaborativesystemcould be designedo providethe ability to specifyvarioussettings
differently for eachgroup,in additionto a single setof global options.For example havinggroup-levelsettingsin
anIM systemcanallow oneto appearbusyto friendswhile at work, andat the sametime remainingavailablefor
interruptions from colleagues at work.

Context-basedettingstemplates Group-basedettingscould be further enhancedy providing the ability to define
templatedor settings. Suchtemplatescould be utilized to manageavailability andinterruptionsin differentcontexts
or locations. For instance a templatefor “work” could be definedto allow only urgentmessagefrom family, and
to grantfull accesgo co-workers.On the other hand,whenat “home”, a merechangeof templatecan makeone
unavailable for work-related matters, and fully available to friends and family.

Restrictedarchiving abilities: Someof the privacy concerngegardingcontentcould be addressedby restrictingthe
(digital) archiving abilities of users.Theserestrictionscould be basedon permissionor time-limits or both. For
examplesavinganIM conversatiorcould be signaledto all partiesinvolved, or may be allowedonly uponexplicit
permissionof all parties.The savedconversatiorcould additionallybe flaggedby an expirationdatebeyondwhich
it would not be accessible.

9 Conclusion

Awarenesof the presenceandactivities of colleaguess valuablefor effective collaborativework, all the moreso
whenteammembersare geographicallydistributed.Systemsthat seekto capture,maintain,and provide pertinent
informationin orderto raiseawarenessf collaborators’activitiesneedto dealwith the thornyissueof privacy. Due
to its complexnature,privacy remainsdifficult to define. Yet, dealingwith privacy concernsin the electronic
domainis essentiafor the designof collaborativesystemsEvena relatively simple systemsuchasIM presentsa

multitude of privacy considerations.We found that privacy concernf IM usersfell alongthreemain dimensions:
who, when & where,andwhat. Usersreporteddealingwith theseissuesby employingsomecombinationof self-

governancecarefully evolved practices(self, group, or social), mandatedor mutually agreed-uporpolicies and
guidelines,and softwaresettings.We haveproposedhat animportantdriving force behindthe needfor privacyin

collaborativeawarenessystemsis the desireto control how one appearsto others.Systemdesignersshould
empowerusersto appropriatelymanagethe impressionthey projecttowardsothersvia the system.This could be
achievedby interfacefeaturesthat allow usersto monitor and control how they appearto others,andby providing
easilymodifiable privacy policiesalongwith suitabledefaultsettings.Time limits for contactsgroup-levelsettings



for privacy preferencegandappropriateemplatedor these)andrestrictionson messagearchivingabilities of users
could be explored as possibilities for improving control over impression management.
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