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Abstract: In a decentralized system, entities, also known as peers, directly interact with each
other and make local autonomous decisions towards their individual goals. In an open decentral-
ized system, there is no single centralized authority that can regulate the entry of peers in the sys-
tem. As a result, the system may contain malicious peers that try to disrupt the system and carry
out attacks on other peers. In the absence of a centralized authority that can help guard against
such attacks, each peer must incorporate suitable measures to protect itself from such attacks.
Trust management mechanisms serve to provide effective countermeasures against the attacks
perpetrated by malicious peers. Reputation-based trust models allow peers to determine the trust-
worthiness of other peers in the system based on their perceived reputations. While a number of
decentralized reputation-based trust models exist in the research literature, little effort has been
directed towards their systematic evaluation and comparison. In this paper, we present TREF, a
threat-centric framework for evaluating and comparing different reputation-based trust models as
an initial step towards addressing this need. We also discuss how we validated the TREF frame-
work in the context of four reputation-based trust models. Our evaluation reveals several key ben-
efits of using the TREF framework.



