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 Figure 11 shows the best approaches found for the Specification phase; in this case 
we had a total of 3 approaches (Misuse Cases, i*, and Common Criteria). 

 

 
Figure 11. Best Approaches for Specification 
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 Figure 12 shows the best approaches found for the Management phase; in this case 
we had a total of 4 approaches (Secure Tropos, Common Criteria, SQUARE, and 
CLASP) 
 

 
Figure 12. Best Approaches for Management 
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 Figure 13 shows the best approaches found for the Later Stages Support phase. This 
was a very difficult phase to find any decent, let alone best approaches as it will be 
explained later. We had a total of 3 approaches (misuse cases, Common Criteria, and 
CLASP) that came out as better ones, each one with 2 “High” responses. 
 

 
Figure 13. Best Approaches for Later Stages Support 
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7.2 Best Overall Approaches 

 In order to determine the best approaches throughout the survey, we added the 
star count per phase of each approach. Figure 14 ranks the 12 approaches surveyed based 
on their total star count. It is important to mention that according to our results, the top 
approach, CLASP, offers more support than the rest of the approaches. This higher level 
of support is not only because CLASP has the highest star count, but also because the 
difference between CLASP and the runner up, misuse cases, is 5 stars. This 5 star 
difference in the total star count is the highest difference in star count from among all 
other approaches. We can therefore deduce that in a way, CLASP offers considereable 
more support than the other 11 approaches surveyed. On the contrary, security problem 
frames offer the least amount of support when it comes to security requirements 
engineering. 

 
Figure 14. Overall Approaches Ranking 
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8 Results and Observations 
 
 Based on the results of the framework application and their comparison, we have 
formulated certain observations and recommendations that are significant as one analyzes 
the results of each approach across all of the phases of security requirements engineering. 
This section discusses 4 specific aspects of our results, 
 

1- General observations about the results 
2- Approaches’ unexpected strengths  
3- Current approaches’ weaknesses 
4- General recommendations  

 8.1 General Observations 
 
 These are general observations that discuss associations found between various 
aspects of our survey that are confirmed by our results. 
 
 
Observation 1- High customer involvement promotes good analysis and 
good specifications of security requirements 

 RE4 
Customer 
Involve 

RS4 
Specs 

Consistent 

RA3 
Complete 
Resoltn 

RA4 
Clarity 
Resoltn 

RA6 
Conflict 
Resoltn 

RS3 
Trace Level 

Misuse 
Cases 

      

Abuser 
Stories 

      

Secure 
TROPOS 

      

Sec. 
Prob. 
Frames 

      

Anti-
Models 

      

i*       
Common 
Criteria 

      

SQUARE       
Octave       
Attack 
Trees 

      

USeR       
CLASP       



 101 

Table 18. Observation 1 
  
 Based on the results of the application of the framework, we found that half (6 out 
of 12) of the approaches have at least a  moderate-high customer involvement and are 
represented in yellow in table 18. Based on the responses to the customer involvement 
level we were able to discover that those approaches that obtained a high response also 
obtained a high response in a variety of other aspects; thus, high customer involvement is 
associated to high responses in the aspects below, 
 
1- High customer involvement -> High specification consistency 
- A moderate number of approaches with high customer involvement also had a high 
specification consistency. Out of the 6 approaches with at least a  moderate-high 
customer involvement, 4 of them have at least a moderate level of security specifications 
consistency  
 
2- High customer involvement -> High completeness resolution 
- A high number of approaches with high customer involvement also had a high level of 
completeness resolution in the analysis. Out of the 6 approaches with at least a  
moderate-high level of customer involvement, 5 of them have at least a  moderate 
security requirements completeness resolution level  
 
3- High customer involvement -> High clarity resolution 
- A moderate number of approaches with high customer involvement also had a high 
level of clarity resolution in the analysis. Out of the 6 approaches with at least a  
moderate-high customer involvement, 5 of them have at least a moderate level of 
security requirements completeness resolution  
 
4- High customer involvement -> High level of requirements conflict resolution 
- A moderate number of approaches with high customer involvement also had a high 
level of requirements conflict resolution in the analysis. Out of the 6 approaches with at 
least a  moderate-high customer involvement, 4 of them have high security requirements 
conflict resolution  
 
5- High customer involvement -> High level of traceability 
- A moderate number of approaches with high customer involvement also had a high 
level of traceability; 4 of them have at least a moderate level of traceability  
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Observation 2- Formality of the approach’s process 
affects the overall security, consistency, and scalability 
of the security requirements 

 RS8 
Process 
Formal 

RS9 
Resulting 
System’s 
Security 

RS4 
Specs 

Consistent 

RM5 
Scalability  

Misuse 
Cases 

I    

Abuser 
Stories 

I    

Secure 
TROPOS 

F    

Sec. 
Prob. 
Frames 

S    

Anti-
Models 

F    

i* F    
Common 
Criteria 

F    

SQUARE S    
Octave F    
Attack 
Trees 

S    

USeR F    
CLASP F    

 
Table 19. Observation 2 

 
 We found that a moderate number of approaches (7 out of the 12) surveyed use a 
formal process for specifying the security requirements; they are represented in yellow in 
table 3. Based on the approaches that have a formal process for the specification of 
security requirements we observed that this aspect relates to a high response in a variety 
of other aspects; thus, a formal process for security requirements correlates to a high level 
of support in the areas below, 
 
1- Formal Process -> High overall security of the resulting system  
- While all of the 7 approaches following a formal process to security requirements 
specification obtained at least a moderate level of overall security of the resulting system, 
it is important to note that 3 out of these are a high level of overall security. These are the 
only cases of a high level; specifications specified using a formal process  
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2- Formal Process -> High specification consistency  
- A high number of approaches that use a formal process also had a high level of 
specification consistency. Out of the 7 approaches with a formal specification process, 6 
of them have at least a moderate-high specification consistency 
 
3- Formal Process -> High scalability  
- A moderate number of approaches that use a formal process also had a high level of 
scalability. Out of the 7 approaches with a formal specification process, 5 of them are 
highly scalable 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 104 

Observation 3- Original approaches offer more support for security 
requirements engineering than derived approaches 

 RE 
Requirements 

Elicitation 

RA 
Requirements 

Analysis  

RS 
Requirements 
Specification 

RM 
Requirements 
Management 

LSS 
Later Stages 

Support 
Misuse 
Cases   

     
 

Abuser 
Stories      

Secure 
TROPOS 

       
Sec. 
Prob. 
Frames 

     

Anti-
Models 

     

i*     
   

 
 
 

7 
 

Common 
Criteria 

     
  

SQUARE    
   

 

Octave   
    

Attack 
Trees 

    
  

USeR     
   

CLASP        

 
 
 

10 
 

Table 20. Observation 4 part 1 
 

On table 20, you can see that all (6 out of 6) original approaches are the best 
approach at least in one phase; only 3 (out of 6) of the derived approaches are the best 
approach for at least one phase. Furthermore, original approaches come out as best 
approaches a total of 10 times throughout the 5 phases. In comparison, the derived 
approaches come out as best approaches only 7 times throughout the 5 phases of the 
framework. Again, the results prove difficult to determine which set is better that the 
other, as both are very close to each other. 

To further confirm this observation, figure 14 shows how the top three approaches 
(based on the total amount of stars through out the 5 phases) correspond to original 
approaches. 
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 8.2 Approaches’ Unexpected Strengths 
  
 Some surprising results also emerged from our survey; in each phase we found a 
specific area (question) with an unexpected level of support. Table 23 shows 5 different 
questions, one per each phase. This is a very positive observation about the strength of 
the approaches, as they go beyond our expectations when it comes to specific areas of 
elicitation, analysis, specification, management, and later stages support. 
 

Areas of Unexpected High Support 
 RE5 

Elicit Other 
Reqs. 

RA1 
Analysis Type 

RS2 
Cost/Time 
Estimate 

RM5 
Scalability  

LSS3 
Testing 
Benefits  

Misuse 
Cases 

NF I 
E 

C   

Abuser 
Stories 

 I C 

T 
  

Secure 
TROPOS 

NF E C 
T 

  

Sec. Prob. 
Frames 

 E T   

Anti-
Models 

NF I    

i* NF I C   
Common 
Criteria 

NF I  
E 

C   

SQUARE F  
NF 

I 
E 

C   

Octave NF I C   
Attack 
Trees 

NF I C 

T 
  

USeR NF E    
CLASP F 

NF 
I C   

Table 23. Unexpected Positive Results 
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 It was refreshing to find in our results that when it comes to elicitation, analysis, 
and specification there are specific aspects of each that surpass our expectations of 
support provided. 
 
- Elicitation. We found it interesting that a high number of approaches (10 out of 12) also 
help elicit other types of requirements besides security. This is surprising because we 
expected that the approach would be so focused on security that it would not really 
provide much support for eliciting other types of requirements. While it was not 
surprising to see that the majority of support was for eliciting other non-functional 
requirements, a low number of approaches (2 out of 12) provide support for eliciting 
functional requirements as well. 
 
- Analysis. When it comes to the analysis phase, it was interesting to see that the majority 
of approaches (8 out of 12) provide a high level of analysis support (either internal, 
external, or both). While we expected analysis to be an area well covered by approaches, 
we did not expect to find such high level of support for it.  
 
- Specifications. It was interesting to find out based on our results that a majority of the 
approaches surveyed (10 out of 12) provide some kind of support for estimating cost, 
time, or both of the development of the system. This is an added benefit of specifications 
that we were not expecting the approaches to provide much support for, but it is 
interesting to see how valuable cost and time estimation is for them. 

- Management. We found that there is an unexpectedly high support when it comes to 
scalability; half of the approaches surveyed are highly scalable. 

- Later Stages Support. We did not expect to find any testing support at all; surprisingly 
there is a moderate level of support when it comes to testing benefits that the approaches 
surveyed provide. 
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 8.3 Approaches’ Weaknesses 
 
 This survey uncovers areas that need further development; figure 15 shows the 
overall support available at each phase based on the surveyed approaches. The figure 
shows the percentage of current support available for each phase based on the approaches 
surveyed. This percentage represents the average support for each phase calculated based 
on the total star count for each approach. The higher the percentage, the more support 
that is currently being offered for each phase.  
 

 
Figure 15. Support per Phase Offered by Surveyed Approaches 

 
  The percentages of support for each phase as shown in figure 15 have been 
calculated based on the ratio between the total star count for each phase obtained by all 
12 approaches and the maximum amount of stars available for that phase. 
 For example, 
- Security requirements specification phase has 9 questions in our framework 
  
- Only 7 of these questions have a subjective star rating (None/Low/Moderate/Moderate-
High/High)  associated with them (therefore there is no star count for two of them) 
 
- 5 of these questions have a maximum number of 4 stars possible. Two questions have a 
maximum number of 8 stars possible. The maximum number of stars possible is  
(12*5*4) + (12*2*8) = 432 max stars for specification 
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- The score for specification is then 183 total star count/ 432 max stars = 42% support 
 
- The standard deviation for the security requirements specification phase is 6.71% 
 
 Table 24 shows the calculations for all of the 5 phases explored in the survey; it 
provides information regarding the total star count for each phase, the maximum amount 
of stars possible for that phase, and the percentage and standard deviation related to its 
current support. As explained in the example above, only those questions with star count 
criteria were considered in the calculations. 
 
Phase Total Star 

Count 
Max Stars Percentage of 

Support 
Standard 
Deviation 

Elicitation 124 Stars 288 Stars 43.05% 14.64% 
Analysis 167 Stars 336 Stars 49.70% 18.41% 
Specification 183 Stars 432 Stars 42.36% 6.71% 
Management 132 Stars 288 Stars 45.83% 12.26% 
Later Stages Support 111 Stars 432 Stars 25.69% 14.34% 

Table 24. Phases Support Calculations 

  8.3.1 Determining Areas of Weakness 
 
 Areas of weakness are determined based on two specific characteristics, 
percentage of support available and questions with the lowest star count.  
 

  8.3.1.1 Percentage of support 
 
 As explained above, the higher the percentage, the more support available for that 
phase; the lower the percentage, the less support that is available. Based on our 
calculations, we determined that there is a lot more support for the first four phases 
(elicitation, analysis, specification, and management) than for later stages support. Figure 
15 shows the percentage of support for each phase; later stages support, as expected in 
the introduction, is far more lacking of support. 
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  8.3.1.2 Questions with Lowest Star Count 
 
 Another of the advantages of keeping a star count not only horizontally 
(approach-specific) but also vertically (question-specific) is that it allows us to infer 
possible areas that lack support based on the questions with the lowest star count. Table 
26 shows the 4 questions from our survey that received the lowest star count; based on 
this we can infer that not only later stages support needs improvement, but also 
management. Not surprisingly, half of the questions with the lowest star count (2 
questions) belong to the later stages support phase; once again verifying that there is a 
lack of support for security requirements at later stages of development.  
 
Lack of Support for Management and Later Stages 

 RM2  
Requs. Evo 

RM3 
Level of Auto. 

LSS1 
Sec. Requs. Integration 

LSS6 
Other Requs. 

Later  
Misuse 
Cases 

    

Abuser 
Stories 

    

Secure 
TROPOS 

    

Sec. 
Prob. 
Frames 

    

Anti-
Models 

    

i*     
Common 
Criteria 

    

SQUARE     
Octave     
Attack 
Trees 

    

USeR     
CLASP     
Star 
Count 

8 Stars 12 Stars 7 Stars 7 Stars 

Table 26. Lack of Support for Last Two Phases 
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 There were a lot of “None” answers for the last two phases of our survey. To put 
in perspective the results shown in table 26, the average star count per question for the 
entire survey was 21.7 stars per question. Below we explain the specific areas of need 
found based on the most lack of support for specific questions, 
  
- No evolution support. The majority of approaches (7 out of 12) provide NO support for 
security requirements evolution  
 
- No automation support. A moderate number of approaches (5 out of 12) provide NO 
support for automating any steps/processes of the approach 
 
- No support for security requirements integration. The majority of approaches (8 out of 
12) provide NO support for integrating the security requirements in a way that they are 
useful in later stages of the development  
 
- No support for other types of requirements. The majority of approaches (8 out of 12) 
provide NO support for other types of requirements besides security in later stages of the 
development  
 

We can conclude then that both security requirements management and later 
stages support are phases of security requirements engineering that need to be advanced. 
With the results of our survey we have narrowed down the areas of need to four of them 
as presented above; we consider support for integrating and making the security 
requirements useful at later stages of development the most important one.  
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 8.4 General Recommendations  
  
 Once the results have been compared and certain observations were made, we 
have designed a set of four recommendations that we believe are important when it 
comes to engineering security requirements. These recommendations can be very helpful 
for developing security requirements with specific characteristics; how these 
characteristics can be obtained based on our results is explained below. While we are not 
arguing that our results definitively prove that certain aspects affect important 
characteristics of security requirements; we nonetheless have observed that certain 
approaches that obtain a high level of support in certain questions also receive a high 
level of support in other aspects. This leads us to recommend that there exist a possibility 
that improving specific aspects found in our survey, could potentially lead to 
improvements of specific characteristics of security requirements. 
 

Recommendation1 – How to obtain a high level of traceability 

 RS3 
Trace 
Level 

RE1 
Elicit 

Support 

RE3 
Stakehldr 

ID 

RM1 
Update 

Difficulty 

LSS5 
Reduce 

Development 
Effort 

Misuse 
Cases 

     

Abuser 
Stories 

     

Secure 
TROPOS 

     

Sec. 
Prob. 
Frames 

     

Anti-
Models 

     

i*      
Common 
Criteria 

     

SQUARE      
Octave      
Attack 
Trees 

     

USeR      
CLASP      

 
Table 27. Recommendation 1 

 We consider that traceability is extremely important in achieving our objective of 
integrating security requirements into other stages of the system development. Based on 
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the results of the application of the framework, a small number of the approaches 
surveyed (3 out of the 12) have at least a moderate-high level of traceability for security 
requirements. This number is extremely low for those approaches that obtained a high 
response; there are 2 out of 12 approaches that have a high level of traceability of the 
security specifications, and are represented in yellow in table 27. 
 Below we show two ways we found, based on our results, for obtaining a high 
traceability of security requirements. Later on we also discuss the added benefits of 
having a high level of traceability. 
 
1- High support for elicitation-> High level of traceability  
- All of the approaches that have a high support for elicitation have a high level of 
traceability. Out of the 2 approaches with a high level of traceability, both of them have 
at least a moderate-high level of support for eliciting security requirements 
 
2- High degree of stakeholder identification-> High level of traceability  
- All of the approaches that have a high level of stakeholder identification have a high 
level of traceability. Out of the 2 approaches with a high level of traceability, both of 
them have at least a moderate-high level of support for identifying stakeholders 
 
The added benefits to having high traceability in your security requirements include, 
 
1- High level of traceability-> Easy to update security requirements  
- All of the approaches that have a high level of traceability produce security 
requirements that are easy to update. Out of the 2 approaches with a high level of 
traceability, both of them have at least a moderate-easy level of effort to update the 
security requirements 
 
2- High level of traceability-> Support to reduce overall development effort  
- All of the approaches that have a high level of traceability also help reduce the overall 
development effort. Out of the 2 approaches with a high level of traceability, both of 
them provide at least a moderate level of support for reducing the overall development 
effort 
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Recommendation2 – How to obtain a high level of testing benefits 

 LSS3 
Testing 
Benefits  

RE7 
System 

Boundaries 

RA5 
Alternative 

Requs 

RS1 
System 

Valid/ Verif 

RS5 
NonFunc. 

Specs 
Misuse 
Cases 

   Va  
Ve 

 

Abuser 
Stories 

   Va  

Secure 
TROPOS 

   Va  

Sec. 
Prob. 
Frames 

     

Anti-
Models 

   Ve  

i*    Va  
Common 
Criteria 

   Va  
Ve 

 

SQUARE    Ve  
Octave    Va  
Attack 
Trees 

   Va  
Ve 

 

USeR    Va  
CLASP    Va  

Ve 
 

 

Table 28. Recommendation 2 
 
 Testing benefits is an aspect that we also consider important; based on the results 
of our framework application we can provide information as to how to obtain them. 
Based on the results of the application of the framework, we found that a small number of 
the approaches surveyed (3 out of the 12) have at least a moderate-high level of 
traceability in the security specifications they create. These approaches that provide at 
least a moderate-high testing benefits are represented in yellow in table 28. 
 Below we show ways of obtaining a high level of testing benefits from the 
security requirements, 
 
1- Moderate system boundaries identification -> High level of testing benefits 
- Most of the approaches that have at least a moderate level of support for system 
boundaries identification have at least a moderate-high level of testing benefits. 
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2- High elicitation of alternative security requirements -> High level of testing benefits 
- All of the approaches that have a high support for eliciting alternative/additional 
security requirements also have a high level of testing benefits. Out of the 2 approaches 
with high level of testing benefits, both of them have a high level of elicitation of 
alternative security requirements 
 
 While testing capabilities are themselves a benefit, there are added benefits 
associated with high levels of testing support as discovered in our survey, 
 
1- High level of testing benefits -> Support for both verification and validation  
- All of approaches that have at least a moderate-high level of testing benefits also 
provide support for using the security requirements specification in the validation and 
verification of the system.  
 
High level of testing benefits -> High level of non-functional requirements specification  
- All of approaches that have at least a moderate-high level of testing benefits also 
provide support for specifying non-functional requirements other than security ones. Out 
of the 3 approaches with at least moderate-high level of testing benefits, all of them 
provide at least moderate-high support for specifying non-functional requirements 
besides security 
   
Recommendation 3 – How to obtain a high level of overall security of the 
resulting system 

 RS9 
Resulting 
System’s 
Security 

RE3 
Stakehldr 

ID 

RE4 
Customer 
Involve 

RA2 
Unambig. 
Resoltn 

RM5 
Scalability  

LSS 2 
Constraint 
Consider 

Misuse 
Cases 

      

Abuser 
Stories 

     I 

Secure 
TROPOS 

     A 

D 
Sec. Prob. 
Frames 

     A
 

Anti-
Models 

      

i*      D 
I 

Common 
Criteria 

     D 
I 

SQUARE      A 
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Octave       
Attack 
Trees 

     D 

USeR      D 
I 

CLASP      A 

D 
I 

M 
Table 29. Recommendation 3 

 
 Our last recommendation looks and how to obtain a high level of overall security 
for your requirements and how this is important. There is a very small number of 
approaches, 4 out of 12, which we can predict will enable a system to have at least a 
moderate-high level of security once it is developed. These 4 approaches are represented 
in yellow in table 29. Below we show ways of obtaining a high level of overall security 
of your requirements based on the results of our survey, 
 
1- High stakeholder identification -> High level of overall security 
- Out of the 4 approaches with high level of overall security of the specifications, 3 of 
them have at least a moderate-high level of stakeholder identification 
  
2- High customer involvement -> High level of overall security 
- Out of the 4 approaches with high level of overall security of the specifications, 2 of 
them have at least a moderate-high level of customer involvement  
 
3- High unambiguity resolution -> High level of overall security 
-  Out of the 4 approaches with high level of overall security of the specifications, 2 of 
them have at least a moderate-high level of unambiguity resolution 
 
 While a high level of overall security is one of the main objectives of security 
requirements engineering, there are added benefits associated with it, 
 
1- High level of overall security -> High level of scalability  
- The majority of the approaches that have a high level of overall security also have a 
high level of scalability. Out of the 4 approaches with high level of overall security, 3 of 
them also provide a high level of scalability 
 
High level of overall security -> Constraint consideration for design and implementation  
- The majority of the approaches that have a high level of overall security also have a 
high level of constraint consideration for other stages of development. Out of the 4 
approaches with high level of overall security, 3 of them also provide design and 
implementation constraint 
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 We believe that these recommendations can be important to developing security 
requirements. We consider the four aspects covered by our recommendations (clarity and 
understandability, traceability, testing support, and overall security) vital to a successful 
set of security requirements. In addition, these four aspects can prove essential in 
accomplishing our future goals of integrating security requirements with later stages of 
development, and making them useful.
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9 Conclusions 
  
 The survey explores the area of security requirements engineering. While this is 
not a new area, as pointed out by our results there still plenty of work ahead to make it 
more effective. We believe that our most significant contributions from this survey are as 
follows, 
 

1.   We decompose security requirements engineering into five phases that allow for a 
more detailed probing of the support offered by each approach at each specific 
phase. 

2.   Our framework explores a variety of aspects that are important to securely 
engineering requirements. 

3.   Through our results, we are able to verify some requirements engineering best 
practices. 

4.   Our survey unveils some difficulties that exist today, preventing us from 
characterizing how to increase integration support for security requirements at 
later stages of the development lifecycle and determining if approaches derived 
from existing ones are better than those created specifically for security 

5.   We have determined that there are two major areas that need improvement when 
it comes to security requirements engineering; management and later stages 
support. 

6.  Based on our results, we provide a variety of recommendations in order to help 
developers produce better security requirements. 

 
 Below we summarize our survey and provide a glimpse into how the information 
that was obtained in this survey will be used in our future research. 
 

 9.1 Conclusions Summary 
  
 The survey explored the stage of security requirements engineering from the point 
of view of decomposing it into 5 sub phases. We designed an evaluation framework that 
probed the support offered by current approaches to elicitation, analysis, specification, 
management, and later stages support of security requirements. 12 different approaches 
were surveyed; these were separated into approaches derived from others in order to 
address security and approaches designed specifically for security.  
 General observations as well as strengths and weaknesses of current approaches 
were identified; general recommendations were also made based on them. We were able 
to determine that both security requirements management and later stages support are 
phases of security requirements engineering that need to be advanced. With the results of 
our survey we have narrowed down the areas of need to four of them, security 
requirements integration, automation, evolution, and support for other types of 
requirements. We consider support for integrating and making the security requirements 
useful at later stages of development the most important one. The findings of this survey 
will be of tremendous help in addressing this need. 
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 Looking back at our survey expectations described in the introduction, our results 
showed that, 
 

1.  Most of the approaches surveyed did better in the initial 4 phases of security 
requirements engineering (elicitation, analysis, specification, management) but 
there was a lack of support for integrating them and making them useful at later 
stages of development. 
 

2.  Based on our results it was difficult to determine if approaches created 
specifically for security requirements did better than those that have been adapted 
from existing ones to address security. Therefore we cannot declare either one the 
definite winner. 

 
3.  While there was no approach that provided a lot more support than the rest 

throughout the 5 phases, CLASP did significantly better than the other 11 
approaches surveyed based on the total star count. 
 

 We can then conclude that integration of security requirements into later stages of 
development is a key aspect in advancing security requirements engineering. Our survey 
showed that there is still a lot of work needed to support this integration. In addition, 
based on our observations, we can conclude that improvements to specific aspects of 
security requirements engineering should help ultimately improve their integration. For 
example, we consider clarity and understandability, traceability, testing support, and 
overall security to be key aspects in improving security requirements integration into later 
stages of developments. The recommendations made for obtaining these four aspects 
identified other characteristics that affect them, like traceability is affected by stakeholder 
identification for example. Improving these characteristics will ultimately improve 
security requirements integration. 
  

 9.2 Research Objectives and Future Directions 
 
 The research to come will be shaped by the results obtained in this survey; it will 
aim to increase the support available for integrating security requirements at later stages 
of development. 
 We determined that support for integration of security requirements into later 
stages of development is one of the most important needs in security requirements 
engineering today. We have decided to address this need by proposing a new approach 
that will provide developers with guidance and support for tracing the security 
requirements into architecture, design, implementation, and ultimately testing. Our main 
goal is to not only provide traceability support for the security requirements, but to make 
them a vital and useful part of each stage. 
 Based on the results of our framework application, we consider that there is one 
approach that can be extended in order to make the security requirements it produces 
useful at later stages of development; this approach is CLASP. As mentioned in the 
results section, CLASP obtained the highest star count and we believe that it will be an 
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appropriate starting point for extending security requirements. In the case that CLASP 
proves to be not suited for our objective, we will explore two other approaches that were 
also surveyed. These two approaches are SQUARE and USeR. SQUARE and USeR are 
also considered as possible candidates because they proved to have a good potential when 
it comes to their usability as well as their traceability. Instead of developing our own 
approach for security requirements engineering we are looking to extend either CLASP, 
SQUARE, or USeR in order to make their security requirements more traceable and 
ultimately useful at the testing phase of development. We will take each approach and 
decide which one is better suited for our needs, but in the case that neither of them prove 
to be effective enough then we will consider developing our own approach to security 
requirements engineering. The results of the survey will be extremely useful in 
determining not only what the new approach should include, but also what aspects we 
need to steer clear from. 
 Our proposed future directions seem promising in addressing the lack of support 
for security requirements at later stages of development; we want to ultimately extend 
what we learn from security to help address a variety of other non-functional 
requirements. 
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