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ABSTRACT

Privacy-Enhancing Identity Management (PIM) provides a
feasible approach to preserve users’ privacy despite the need
for gathering personal data in order to support personaliza-
tion or collaboration. Complex or collaborative applications
require even to partition within one single application [1].
Since intra-application partitioning (IAP) must be done ad-
ditionally to the actual tasks in the application, a reasonable
support for users is essential. This paper introduces a pos-
sible realization of context management which we suggest
as a means to motivate the use of PIM as well as to support
its reasonable use. Problems encountered during realization
point out possible pitfalls and general limitations. General-
ly, considering usability and performance is of fundamental
importance for the acceptance and usage of IAP but approa-
ches to improve these aspects must be carefully evaluated
since they might endanger the achievable privacy.

INTRODUCTION

Current applications increasingly provide a personalized
working environment or support collaboration. However,
these goals require gathering of personal data what intro-
duces privacy risks since we cannot completely exclude the
misuse of data once collected. Therefore, collecting and pro-
cessing personal data should be transparent to users so that
they can assess what others already know about them and
what these potential observers can additionally learn from
observing their actions.

PIM enables users to control which personal data they
disclose to whom in which situation [5]. Thereby, perso-
nal data are partitioned into subsets called partial identities
(pIDs). PIM is mainly used for inter-application partitioning.
However, applications containing complex scenarios or sup-
porting collaboration impose the need for IAP [1]: Since
users act in various scenarios or interact with different user
(groups), a lot of information about them accrue in the cour-
se of time which might be used to create detailed user profi-
les.

But even if users are increasingly aware of privacy risks,
they do not necessarily behave according to their privacy re-
quirements in real-life scenarios [9]. Within an environment
as assumed here, this discrepancy might even get worse: It
seems to be especially questionable whether users will par-
tition their data using existing PIM functionality when they
have to perform the necessary steps additionally to their ac-

tual tasks. Since the accruement of data is not necessarily
obvious for users, they might not care about possible conse-
quences of their actions for their privacy and focus solely on
the tasks they want to perform in the application.

Therefore, a continual awareness of privacy risks is a ne-
cessary precondition for motivating users to apply PIM at
all. Furthermore, a suitable support in applying PIM seems
to be essential for achieving its reasonable use. Particularly,
the system should make suggestions considering the use of
PIM according to rules users have defined in advance or ap-
ply such rules automatically if possible. The context mana-
gement discussed here focuses on this aspect: It aims at sup-
porting users in their decision under which pID they should
perform an action and, consequently, which personal data
they should disclose to whom after considering their current
situation. The techniques needed for PIM are not in the sco-
pe of this paper, we rather utilize functionality provided by
a privacy-aware platform.

As an example application, we consider the eLearning app-
lication BIuES’n! which aims at supporting a collaborative
environment. Since awareness of other users is relevant for
collaboration as well as for a rational IAP in such an envi-
ronment, it is not possible to consider processing of personal
data at client-side only. A discussion of problems encounte-
red during implementation points out the necessity to find a
balance between privacy on the one hand and performance
and usability on the other hand for a feasible solution.

After a short overview on the example environment, we dis-
cuss which personal data is disclosed and point out requi-
rements on context management. The next section describes
the realization which has been implemented within BIuES’n.
After a discussion of possible pitfalls and limitations and a
short overview on related work, a summary and outlook con-
cludes the paper.

BASIC CONSIDERATIONS

Example Application

We are realizing context management within the privacy-
enhanced eLearning application BIuES’n. This application
uses functionalities provided by a privacy-aware platform
currently developed within the project PRIME? such as an-
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onymous communication or functionality to manage pseu-
donyms [2].

BIuES’n aims at supporting a collaborative and flexible wor-
king environment which users can adapt to their individual
needs. The application structure is based on the concept of
workspaces [4]. Necessary functionality is provided by func-
tional modules. Users can create new workspaces using exi-
sting templates.

The different workspaces reflect the objectives a user is wor-
king on within BIuES’n, for example, learning or teaching
in different classes or participating in dynamically establis-
hed learning groups. Functional modules provided within a
workspace can be used to describe subtasks such as perfor-
ming tests, editing material, or participating in a discussion.

BIuES’n is based on a client-server architecture. Depending
on the defined policies, some actions might be performed
anonymously. If it is necessary to deliver a pseudonym in
order to make actions accountable, the PIM server requests
this pseudonym during a negotiation phase. Furthermore, it
could also be necessary to deliver user data for getting access
to requested resources. The context management has the task
to assist users in selecting a suitable pID what might include
the suggestion to switch to another pID.

Disclosing Personal Data

Attributes assigned to pIDs are personal data which might
be disclosed. Within BIuES’n, a pID comprises a pseudo-
nym as identifier of the pID as well as an alias assigned to
the pseudonym for simplifying its handling [3]. Further at-
tributes are roles assigned to a pID, a history of actions, and
additional information about users such as interests, end de-
vices, or age.

If users are aware of possible privacy risks, they will disclo-
se as less personal data as possible. The wish to get assistan-
ce and to cooperate with other users motivates to disclose
personal data despite such concerns: The history enables a
tutor to provide individual assistance to learners of his class.
Delivering examination results is necessary to get certifica-
tes confirming the successful participation in classes. Users
might disclose additional information to be contacted by
others. Moreover, accessing additional information of other
users might require to disclose such information to others as
well. For synchronous communication, users might additio-
nally want to get information about the online state of other
users.

Disclosing explicitly known attributes might be restricted by
policies, but users cannot prevent that circumstances of their
actions can be observed: When do users perform actions,
how often are they online, how long they usually work, etc.
However, especially the accruement of information about the
circumstances of actions is less obvious for users. Since the-
se aspects allow to draw further conclusions about users,
they also need to be considered.

Feature Space of Contexts

We can conclude from the considerations about disclosure
of attributes that any support for users in applying IAP must
be based on the evaluation the user’s context within the ap-
plication [1]. A context describes the current situation and
environment of a user by considering a number of featu-
res [6, 12].

Particularly, a rational management of pIDs within a colla-
borative environment requires to be aware of other users sin-
ce a user has to know which information he has received
or disclosed and in which context. This information enables
users to assess the linkability of their pIDs for other users.
Altogether, our context comprises the following main featu-
res:

1. Current task: This feature can be basically derived from
the application structure (workspace/functional module)
and by considering the initiated action.

2. Others’ possible knowledge (degree of knowlegde of own
pIDs): Particularly, it has to be evaluated which pIDs have
been already used while working on this task, how often
they have been used, and whether they have been addi-
tionally used for working in other workspaces and, thus,
possibly within other user groups.

3. Knowledge about others (degree of knowledge of others’
plIDs): For example, we have to consider users who are
currently working within the same workspace since we
assume that the BIuES’n system provides awareness in-
formation about users to others in order to support colla-
boration. Obviously, these users potentially can observe
the user who wants to perform an action.

4. Physical environment: Finally, also environmental condi-
tions such as time or location could be considered.

According to [13], these features can be devided into human
factors (1-3) and features related to the physical environment
(4). The context changes if one of the components of its fea-
ture space changes.

Requirements on a Feasible Context Management

In order to achieve user acceptance and to enable them to
rationally utilize context management for IAP, the following
important requirements need to be considered:

e Privacy: Users should be enabled to soundly partition
their personal data while acting within the application.
Their pIDs must not be linkable by others.

e Performance and usability of application: Functionalities
provided by the application must not be affected by the
context management. Furthermore, a comfortable wor-
king should be possible: The context management must
not disturb users in performing their actual tasks within
the application and should not noticeably decrease per-
formance. Otherwise, users will either not rationally use
the context management or just switch it off.

o Usability of context management: It need to be intuitively
usable and its functionality should be easy to understand.



Users should be able to adapt it to their individual prefe-
rences. This requirement is not in the scope of this paper.

Even if integrating context management will obviously af-
fect the application, usability and performance must not be
significantly influenced.

REALIZATION

Basic Components

The context management comprises three main components.
Fig. 1 gives an overview on interactions between these com-
ponents and the application.

e Context Configuration enables users to configure how the
features of the context should be evaluated and how the
system should react in case of an observable action. Ob-
viously, any network communication is observable. Ho-
wever, even local actions may become observable, for ex-
ample, if they are logged and transmitted to the server for
assessment.

e Context Monitoring and Logging manages the context in-
formation during a client application session, especially,
local actions of a user and observable actions which in-
clude information about the selected pID.

e Context Evaluation should suggest a suitable pID to be
used for an observable action. Thereby, it selects the cor-
responding context configuration made by the user. De-
pending on the configuration, it might also evaluate for-
mer actions by using the history.

These components were realized within BIUES’n conside-
ring the requirements summarized above. According to [1],
a reasonable combination of prospective, collateral and re-
trospective configuration is necessary for a viable realizati-
on. Until now, prospective configuration which can be used
to emulate collateral processing is realized.

Context Configuration

Generally, all features of a context listed above can be used
for the configuration. Our current solution focuses on the
description of the task. Thereby, we consider the workspace
and the functional module in which the user initiates an ac-
tion as a suitable description. For example, a user can define
that a switch to another pID is necessary when he starts an
observable action in another workspace. Depending on the
situation, even a new observable action in the same functio-
nal module could imply a switch to another pID (e.g., as-
king a question within a discussion forum). Configuration
can consider solely the workspace and functional module in
which the initiated observable action should be performed
but also appropriate information about formerly performed
actions. In the following, “working on a task” refers to “wor-
king within a specific workspace”.

The configuration is structured according to workspaces and
functional modules which are objects within BIuES’n. It is
necessary to distinguish the following cases regarding this
part of the task description:

o the user works for the first time on this task,

e the user has already worked on this task, but he has not
opened the appropriate workspace within this application
session,

o the user starts an observable action belonging to the active
workspace.

The context management checks whether the user has alrea-
dy worked on this task by means of the history. A user could
work for the first time on a task when he creates the appro-
priate BIUES’n object or opens an object already existing on
the BIuES’ n server for the first time.

Users can define the following reactions of the system for
observable actions:

e switch to a specified pID, notify user about this switch,
e start user dialogue with specified settings,

e act anonymously or generate new pID that is not used
again (i.e., act under a transaction pseudonym [10]).

Settings for user dialogues contain a suggestion for a suita-
ble pID to be used for the initiated action or a list of already
existing pIDs from which the user should select (without ex-
cluding possibilities for other choices). This list could con-
tain, e.g., pIDs already used when acting in the workspace
the initiated action should be performed.

There are basic configurations for the different workspace
templates and functional modules. Users can adapt these set-
tings for actual objects. Thus, they could define different
settings for different classes which are based on the same
workspace template. Of course, default settings always aim
at supporting maximum privacy. A general default configu-
ration ensures that also newly introduced object types can be
processed in a reasonable manner: In this case, an observa-
ble action initiates a user dialogue suggesting to create a new
pID.

Context Monitoring and Logging

Monitoring observes all events within the GUI-layer and de-
termines the current context features. Logging keeps track of
all observable actions and corresponding context informati-
on received from the context evaluation component.

The context monitoring component registers an event liste-
ner which receives every event and keeps a track of the cur-
rent context by means of a simple state machine concept.
Transitions between the states are implied by events on the
GUI-layer which either change the context or influence the
selection of the pID. For example, activating a workspace is
only a local action but implies a change of the state machi-
ne. Whenever an observable action occurs it is known which
workspace is active and, therefore, in which context the ac-
tion will be performed.
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Figure 1. Interactions between components of context management.

Context Evaluation

Initiating an observable action requires figuring out which
pID should be used for this action. Since we are current-
ly considering solely actions implying communication via
the network as observable, this component is invoked by the
network layer of the BIUES n client. Particularly, the context
evaluation component performs the following steps:

e First, it evaluates the received observable action and de-
termines the workspace and functional module in which
the invoked action should be performed.

e Subsequently, it selects the corresponding configuration
for this “target context” or the suitable default configura-
tion, respectively.

e According to the configuration, it possibly requests fur-
ther context features from the context monitoring compo-
nent or the history.

e It evaluates all relevant information in order to select an
existing pID or generate a new one. This step might in-
itiate an interaction with the user.

e The pseudonym assigned to this pID is delivered to the
network layer which sends the request.

e Finally, the result of the evaluation process as well as
the observable action is passed to the logging component
which updates the history.

Figure 2 shows the integration of the monitoring and logging
component as well as on the evaluation component into the
example environment.

Example

A simple example shall illustrate how context management
finally works. More detailed examples are given in [7]. For
this example, we assume that the user wants to work within
an authoring workspace and a self-study class providing the
possibility to work with different learning material, perform
tests, and participate in a chat. The user decides in advance
that he would prefer to work under one and the same pID
within the authoring workspace since he wants to be reco-
gnized by others working also in this workspace. In contrast,

he wants to have the possibility to generate new pIDs when
he starts to work in the self-study class. This enables him to
start working in an unbiased environment. Finally, he pre-
fers to be asked by the context management before sending
a message in the chat so that he has also the possibility to
ask questions without the necessity that they are linkable to
his other actions.

The user configures the context management for ensuring
that he really will act according to these preferences du-
ring his every-day actions in the application. For the autho-
ring workspace he defines that the context management shall
start a user dialogue suggesting to create a new pID when he
wants to open this workspace for the first time. When he
opens the workspace again, the context management should
automatically select this pID. The system should just show
a notification about this choice for enabling the user to be
aware of his current privacy state.

For the self-study class, the user makes the same configura-
tion for the case “open for the first time”. For opening this
workspace again, he wants the context management to start
a user dialogue which

e provides the pID used when acting for the last time in this
workspace as default pID and

e shows a list of all pIDs already used within this workspace.

The user can accept the suggested pID or select one of the
pIDs provided in the list. However, he can also create a new
pID, e.g., if he wants to start learning on a new unit without
being recognized by others, or select any other pID which is
not explicitly suggested. For the functional module chat, the
user configures to select the pID before sending a message.

Thus, the user defines in advance in which situation he
would like to work under which pID or when it could be
useful to switch to another pID. During the actual work, the
context management initiates the predefined dialogues re-
minding the user that he should consider the selection of a
pID at this point. Without such predefinition, the user might
send messages in the chat without selecting a suitable pID.
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Figure 2. Integration of context management into application.

The suggestions defined in advance help the user to make re-
asonable decisions when he is actually occupied with perfor-
ming the other tasks in the application. Furthermore, the in-
teractions invoked by the context management give the user
feedback about his privacy state.

POSSIBLE PITFALLS AND LIMITATIONS

Generally, there are always trade-offs between performance
and usability on the one hand and privacy on the other hand.
First implementations and tests have pointed out that achie-
ving a high level of privacy affects usability and performance
significantly. It has to be carefully considered whether ap-
proaches to improve the situation influence the achievable
privacy. Some encountered problems during implementation
shall illustrate this.

Thus, using caching to improve performance might under-
mine the achieved privacy, e.g., due to unintentionally reuse
of transaction pseudonyms. Caching and prefetching might
also influence service requests what could be utilized for dra-
wing conclusions about relations between different pIDs. Fi-
nally, observable actions might even be omitted if a needed
object is still in cache. If the context configuration refers to a
sequence of actions, this must be considered. Consequently,
influences of caching need to be explicitly modelled.

Another example is communicating awareness information
to users. Since the server must not know which pIDs belong
to one and the same user, it will send this data to all pIDs.
Thus, each user receives this data quite often. Establishing
specific channels between clients and the server seems to
resolve the problem, but threatens privacy due to possible
timing analysis. We suggest to register some of the currently
used pIDs for receiving awareness information. Moreover, it
is necessary to use them for varying durations, especially to
prevent that all pIDs used to receive awareness information
are signed off from the channel at the same time when the
user closes his application session.

Approaches to increase usability might reveal chronological
dependencies. For example, opening all workspaces used in

the last application session while starting the application cli-
ent surely provides the user a comfortable working environ-
ment. However, the pIDs used for opening the workspaces
in consecutive service requests can be definitely linked and,
therefore, former careful partitioning becomes useless. Con-
sequently, we do not automatically open these workspaces.
Rather, the user gets appropriate information which is mana-
ged solely at client side. A workspace is not opened before
the user starts the first observable action in it.

Furthermore, we also have to be aware of possible linking
due to the actions themselves. First, an observer could ana-
lyze the contents of messages in order to link different pIDs
by utilizing typical syntactical or semantical peculiarities
[8,11]. Second, the circumstances of observable actions such
as their time and frequency might divulge information about
users’ behavior. The former analysis require a fairly amount
of messages. However, both problems can be treated by ex-
tending the context feature space by an appropriate attribute.
The definition of suitable features concerning the circum-
stances of actions requires further investigations.

RELATED WORK

There are several approaches known which aim at suppor-
ting users in managing their personal data. However, to the
best of our knowledge, there are no solutions which could be
directly utilized to support IAP.

Some products allow to define different profiles or identities
within an application, e.g., browsers such as Mozilla, tools
designed for email such as KMail® or tools related o chats
such as Konversation*. However, since communication is a
main goal of these applications, support for users in selecting
the best suitable identity or profile is not in focus.

P3P (Platform for Privacy Preferences Project aims at sup-
porting a standardized format for describing data handling
issues policies. Service providers can specify their privacy

3http://kmail kde.org
“http://konversation.kde.org
Shttp://www.w3.org/P3P/



policies, and users can define their preferences. Appropria-
te tools can check whether the policies of a provider match
the user’s preferences. This aspect can be considered as con-
textual information, and it could be included in the context
feature space especially when we consider a distribution of
the application server on different nodes with various priva-
cy policies. However, a main part of the context management
discussed here is the possible evaluation of the contextual
information, i.e., to define the concluding reactions of the
system. This is not in focus of P3P.

Closer to the problems discussed here is the DRIM® project
(Dresden Identity Management) since it aims at supporting
the selection and creation of pseudonyms used within com-
munications based on user defined rules. The definition and
evaluation of user defined rules is obviously of interest for
the context management. The currently considered rules, ho-
wever, are not sufficient for IAP since they only consider in-
formation about the (technical) communication partner, i.e.,
the service provider. We are currently checking whether the
rule evaluation can be utilized for context management. Ne-
vertheless, there are still tasks which need to be solved by
context management: Handling information about the con-
text feature space, measuring the defined features, enabling
users to configure context management based on the selec-
ted features as well as integrating the context management
in the application and realizing the user interactions.

SUMMARY AND OUTLOOK

The proposed realization of context management supports
users in partitioning their personal data. Default settings
prevent that unexpected situations might cause privacy pro-
blems. To reduce disturbances during work, interactions are
reduced as much as possible. Particularly, only observable
actions can invoke dialogues at all. More experienced users
might reduce dialogues to simple notifications about auto-
matic decisions if possible. As a result, usual work flows
within the application are less interrupted.

Future work has to be done in order to consider further fea-
tures of contexts, e.g., information about other users. Timing
aspects has also to be thoroughly investigated for answering
the question to which degree different pIDs can be more ea-
sily linked if they are repeatedly used within short periods
of time. In the long run, it could become even possible to
link pIDs which belong to one and the same user. We have at
least to consider probabilistic conclusions. Currently, we as-
sume that acting under different pIDs within one application
session cannot be linked and that it is sufficient to evaluate
the sequence of actions assigned to the corresponding pIDs.

User trials are planned in order to assess to which degree the
context management described here improves users’ conti-
nual awareness of privacy problems, whether it motivates the
use of PIM at all and its reasonable use.
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