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Abstract. This paper describes empirical research into the privacy preferences
and behaviors of individuals regarding personalization in music recommender
systems. These phenomena concern music recommendations based on two dif-
ferent types of user information: preferences for music genres and personality
traits. Our results indicate similar disclosure behavior by users for both types of
personal information. This contradicts attitudes of users as reported in post-
experiment questionnaires and interviews. Factors found to influence disclosure
behavior are: information about the purpose of the disclosure and recipients of
the information, the degree of confidentiality of the information involved, and
the benefits people expect to gain from disclosing personal information.

1 Introduction

Personalized services rely for their operation on appropriate and sufficient information
about the user. This could, for example, include information about the identity of the
user, usage of the service, preferences and dislikes of the user, or even exact dates and
times the service has been used by the user [5]. The acquisition and storage of such
information could be regarded as intrusive. Information may be collected by explicit
(and conscious) input of the user, or information may be collected implicitly, without
the users’ explicit intervention. Especially information that is collected implicitly can
lead to privacy concerns, as it may be done without sufficient awareness or control by
the individuals concerned [6]. Little is known about the actual perception of users,
their preferences and needs when they are exposed to such situations. This may be due
to the fact that privacy is a difficult concept to study. For instance, it seems that the
privacy concerns people report in surveys do not match their actual behavior [9].

This paper describes preliminary results of empirical research into the factors influ-
encing the trade-off between the perceived benefits of personalization and the privacy
‘costs’ experienced by individuals. The study described in this paper is an extension of
the pilot study as described in [8]. At the time of writing this paper data collection has
finished, but the analysis phase is not yet complete. In our experiment participants
used a purpose-built music recommendation service over the Internet and were con-



fronted with actual privacy dilemmas. We investigated people’s disclosure behavior
relating to two types of personal information: preferences for different music genres
and information about their personality. In the study users were offered the choice to
disclose information about themselves in return for improved recommendations. Their
choices and stated opinions regarding this system provide us insight into the relative
sensitivity of both types of information.

2 Method

A within-subject design was chosen for the experiment to compare the disclosure
choices made by each participant in different situations. We studied the users’ reac-
tions in providing two different types of information in exchange for the music rec-
ommendation: preferences for music genres and personality traits. Research by Rent-
frow and Gosling [6] has found a relation between music preferences and personality
traits. This enabled us to recommend music based on the user’s personality traits. For
each of these information types, three different uses of the information were possible:
personal use of the information only, collaborative filtering (i.e. sharing personal
information with a system that matches users based on this information), and directly
showing information to other users so that these users can recommend music to each
other. This resulted in six consecutive situations that participants experienced. At four
different points in this study each participant was offered a choice of the level of pri-
vacy he/she would choose for their personal information. The choices made by par-
ticipants were logged by the system. Through post-experiment questionnaires and
interviews we tried to understand the reasons behind their choices.

Participants: The participants were recruited by e-mail announcements via secre-
taries and on bulletin boards within Philips and Eindhoven University of Technology.
Announcements were sent to over 1000 employees and students of the two organiza-
tions. In total 48 participants, of which 8 female and 40 male, completed the study.
The ages of participants ranged from 17 to 49 with an average age of 23 years old.

Apparatus and Materials: The participants had access to the music recommender
service through a web browser. This service offers personalized playlists of songs.
Using streaming technology, these songs were made available for playing on their
personal computer. The experimental recommender service is built on a database of
nearly 6000 songs and covers 12 different music genres. The recommender was made
especially for the purpose of the experiment to ensure the different privacy prefer-
ences were enforced at the appropriate stage of the experiment.

Measures: Several types of data were collected during the study. Participants’
preferences for music genres were obtained by the Short Test of Music Preferences,
STOMP [6]. An inventory of personality traits was made by the Ten Item Personality
Inventory, TIPI [4]. A quality rating for each recommended playlist was obtained. The
titles and artists of all recommended songs were logged, as well as the time and date
the service was used by participants. And finally, in the on-line questionnaire a com-
bination of open and multiple-choice questions were answered. Among others these



questions aimed to establish the privacy attitudes of individuals, their attitudes to-
wards taking risks, and to get explanations for their disclosure behavior.

Procedure: People who were interested in participating were sent an e-mail with
instructions. They were not told in advance that the research was about privacy con-
cerns; they were only told in general terms that we were investigating their experience
of using a personalized music recommender. The order in which participants experi-
enced the two recommender systems was counterbalanced. Half of the participants
started using the recommender system based on preferences for music genres, fol-
lowed by the recommender system based on personality traits. The other half of the
participants used the recommender systems in reversed order.

On the first day of using any of the two recommender systems participants were of-
fered no choice regarding the disclosure of their personal information. The disclosure
level was set by default to allow only personal use of their information. During the
second and third day participants were offered a choice. Participants could choose
between three levels of permission: no permission (no disclosure), restricted permis-
sion (disclosure of the information in an anonymous way) or full permission (disclo-
sure of the information in identifiable way). On the second day this concerned using
personal information for collaborative filtering, and on the third day it concerned
showing it directly to other users. If participants would choose the ‘no disclosure’
option, then the music recommender would perform as on the previous day. If partici-
pants chose to disclose their information the recommendations would improve. In
order to deliver benefits to users in a predictable manner the same recommender tech-
nique was used in all three cases of the two recommender systems. However, the per-
centage of songs recommended according to the user profile would change in the
various conditions. Participants were required to rate the quality of every playlist. This
was done in order to verify that the quality of the playlist has been considered by the
participant, and that it has indeed improved as intended.

In the questionnaire participants were asked to comment on their choices during the
experiment and to indicate what level of permission they would choose if they could
choose again. Some of the participants were contacted for an interview appointment to
discuss their choices in more detail. In total 21 interviews were held.

3 Results

3.1 Disclosure of information to the system

Participants were asked to provide two types of profile information during the experi-
ment: music preferences and personality traits. In both cases all participants provided
this profile information. In the questionnaire participants were asked to explain how
they felt about having to provide these types of profile information (see Table 1).
Overall, it seems that participants had fewer reservations to disclose music preferences



compared to personality. Some participants questioned the usefulness of having to
provide personality traits; this was not the case for music preferences.

Table 1. Amount of participants using specific explanation to express how they felt about
providing music preferences or personality traits

Explanation Preferences Personality traits
OK 18 13
Expected / Logical / Useful 12

No problem 6 8
No problem - if anonymous 2 2
Preferred 1

Difficult 4 9
Question usefulness 9
Surprised / Unexpected 4
Interesting 2
(No explanation) 5 1
Total 48 48

Table 2. The amount of participants choosing a particular level of disclosure per situation
during the experiment

Compare Show Compare Show

MPrefs MPrefs Traits Traits
No Anon Iden [ No Anon Iden | No Anon Iden | No Anon Iden
M-T 0 11 13 0 13 11 0 12 12 0 11 13
T-M 1 13 10 0 11 13 0 11 13 0 12 12
Total 1 24 23 0 24 24 0 23 25 0 23 25

Table 2 displays the amount of participants that chose a particular level of disclo-
sure per situation. The table shows the choices made by participants per experimental
sequence (M-T: music preferences-traits; T-M: traits-music preferences), as well as
for the total group of participants.

As shown in table 2, the “no disclosure” option is not adopted by anyone. Further-
more, two main groups can be distinguished based on disclosure choices. One group
chose anonymous disclosure in all choice situations; the other group chose disclosure
including identity information in all choice situations. These groups are about equal in
size. It turns out that most participants stick to their initial choice throughout the 4
choice situations. Out of the 48 participants 41 participants stuck to their initial choice
(either anonymous disclosure or disclosure including identity information). Only 7
participants chose different levels of disclosure across the 4 choice situations. Out of
these 7 participants who chose different levels of disclosure in the 4 choice situations,
3 participants indicated that they chose a different level of disclosure compared to the
other choice situations, because they wanted to check the effect of a different choice.

Afterwards, in the questionnaire participants were asked what level of disclosure
they would choose in each of the choice situations, if they could choose again (see
Table 3). In total 29 participants would not change their opinion about the level of



disclosure Table 4 shows that more participants chose the ‘no disclosure’ option after
the experiment. Also more people chose a lower level of disclosure for the choice
situations concerning personality traits than during the experiment. Seven participants
would now choose a lower level of disclosure for the choice situations involving per-
sonality traits. 3 participants would now choose a lower level of disclosure for the
choice situations where information is directly shown to other users. Also 3 partici-
pants would now choose a lower level of permission in all four choice situations as
compared to the choices made during the experiment. Other participants chose other-
wise different levels compared to before.

Table 3. The amount of participants choosing a particular level of disclosure per situation after
the experiment

Compare Compare Show Traits

MPll')efs Show Mprefs TraI;ts

No Anon Iden | No Anon Iden | No Anon Iden | No Anon Iden
M-T 1 12 11 1 10 13 4 12 8 5 13 6
T-M 1 14 9 0 13 11 1 12 11 3 12 9
Total 2 26 20 1 23 24 5 24 19 8 25 15

3.2 Comparison of disclosure behavior & privacy attitudes

If the observed disclosure behavior of participants is compared to their answers in the
on-line questionnaire and the information provided in the interviews a mismatch is
found between thoughts or feelings and actual behavior. Information about personality
traits is considered more personal than preferences for music genres. 43% of the par-
ticipants felt it was worrying if other people would get access to their information
about personality traits, and 50% of the participants worried about this in the case of a
music content provider. Yet all of these participants gave permission to the system for
the comparison of their profile information to that of others, or for directly showing it
to others. Many participants comment on the perceived difference between personality
traits and preferences, like this participant: “I think (...) that those personality traits
are more confidential, than (...) the one with those preferences. (...). I think it tells
more about yourself.”

This discrepancy between disclosure behavior and privacy attitudes is in accor-
dance with the experiment of Spiekermann et al [9] and is also described by Acquisti
and Grossklags [2]. The experiment by Spiekermann is conducted in the context of e-
commerce. The study described in this paper, found similar results in the context of
personalized applications. The discrepancy is all the most striking considering that in
our experiment self-report was obtained post-hoc and was referring directly to the
choices offered rather than to general attitudes and opinions.



3.3 Factors influencing disclosure behavior

In the on-line questionnaire and interviews the reasons behind participants’ disclosure
behavior were discussed. Participants mentioned, for example, the influence of the
available information, especially the amount and clarity of the information was men-
tioned. Two participants indicated in the on-line questionnaire not to be sure of the
consequences of choosing disclosure including identity, and as a result chose anony-
mous disclosure instead.

Another factor was the purpose or usage of the information. Participants expressed
worries about not knowing how their information will be used by the system. “I think
it is important to know that if I allow someone to just go ahead, what is actually going
to happen. Who knows where you will all end up, where you will be associated with.
...and where they are going to use [your information] for.” Some participants also
questioned the relevance of providing a name along with the profile information. This
relates to the type of e-commerce users identified by Spiekermann et al [9], whose
privacy concerns focus on the revelation of identity related information such as name,
address or e-mail.

Participants expressed worries about who gets access to their personal information:
For example, because they don’t know what other people may do with the informa-
tion: “If other people can link my name to certain personal information en I don’t
know what they can do with it or want to do with it, then I am careful with it.”

Participants do consider how sensitive information is to them before deciding to
disclose this information or not. “Because personality traits are something, (...) I
think that is fairly personal. (..) The fact that I think I am extravert, or introvert, that is
something completely different than when you tell someone you like ‘dance’ for exam-
ple. (...) That is a really different kind of information that you release”. Some partici-
pants indicate that other people cannot derive much from knowing music preferences,
whereas for personality traits people may judge you before they actually get to know
you. The three factors mentioned above are in line with the model of Adams and Sasse
[3] who identify Information Receiver, Information Usage and Information Sensitivity
as three critical factors for shaping privacy behavior.

Some participants also consider what benefits they will gain from disclosing the in-
formation. “My general opinion in that respect is that as long as something does not
get extremely personal, they are allowed to know everything about me, as long as |
gain from it myself”. Based on the analysis so far, it seems that different groups of
people may be distinguished based on their perception of a certain situation. Some
participants seem to focus mainly on potential benefits of disclosing information
whereas others seem to focus mainly on the potential risk or cost of disclosing infor-
mation. This finding needs to be further analyzed, based on the qualitative data col-
lected and compared to the chosen levels of disclosure.

Another influencing factor may have been the “scientific nature” of the setup. From
the on-line questionnaire and the interview data it appears that participants felt quite
safe disclosing personal information in the context of this experiment, even though
they were actually allowing the system to show their personal information to other
users.



4 Discussion

We have reported on preliminary results of a study into the privacy preferences and
behaviors relating to personalized music recommender systems. All participants dis-
closed both music preference and personality information to the system and most felt
relaxed about it. In the case of personality traits at least some participants were ques-
tioning the quality of the recommendations in advance.

Participants chose equal levels of disclosure across the 4 choice situations during
the experiment: Possibly, the difference between the privacy sensitivity of the 4 differ-
ent choice situations is negligible. However, the interview and questionnaire data do
not support this interpretation. Further analysis of this data is needed. Another expla-
nation may be that the participant did notice the difference between the choice situa-
tions, but were lead by their tendency to cooperate with the research as much as possi-
ble (resulting in disclosure for the use of their information throughout all choice situa-
tions). It may be that the mere thought of participating in a research changes one’s
concerns about privacy. By the choosing this specific experimental set up, in which
participants actually used a music recommender service, and were even asked to show
their information directly to other people, we tried to prevent this from happening. If
actual, this phenomenon should cast some doubt to experimental studies on the topic
of privacy and should suggest the need for triangulation with field survey data regard-
ing actual disclosure behavior.

After the experiment participants were asked to indicate the desired level of disclo-
sure in each of the 4 choice situations again. This time, more people choose a lower
level of disclosure in the choice situations concerning personality traits after the ex-
periment than during. Indicating towards a higher sensitivity of personality traits com-
pared to music preferences.

The discrepancy between disclosure behavior and privacy attitudes is in accordance
with other sources [9], [2]. It shows again that for a thorough understanding of peo-
ple’s attitudes towards privacy, extensive field studies are required (based on actual
behavior). For the design of personalized service, it is very important to take this dis-
crepancy between privacy concerns and disclosure behavior into account. If people do
use a personalized service, this does not necessarily imply that they feel comfortable
using it.

In the analysis so far, it seems that different groups of people may be distinguished
based on their perception of a certain situation, either focusing on the potential bene-
fits of disclosing information or focusing on the potential risk or cost of disclosing
information. This will be further analyzed using the qualitative data available. It will
be interesting to see how this segmentation relates to the one found by Ackerman et al
[1] and its refinement by Spiekermann et al [9].

5 Conclusion

This paper described preliminary results only. Further analysis is under way, espe-
cially on the qualitative data that has been collected. The questionnaire data shows



that participants had fewer problems providing music preferences compared to per-
sonality traits. Based on questionnaire and interview data the impression arises that
personality traits are considered more sensitive information.

Broadly, two groups of people can be distinguished based on participants’ disclo-
sure behavior: One group choosing to disclose anonymously and the other choosing
disclosure including identity information. Further investigation is needed to see in
what ways these groups can be identified. Throughout the study participants persisted
with their initial choice regarding the level of disclosure. A possible interpretation is
that the initial level of trust users feel towards these systems is crucial to the success of
such systems.

The found discrepancy between disclosure behavior and attitudes of users is in ac-
cordance with studies in other domains such as e-commerce. With this study it is
shown to hold for the domain of personalization as well. In the questionnaire and
interviews participants mentioned various factors influencing their disclosure behav-
ior, such as purpose or usage of the information, the recipients of the information, the
sensitivity of the information involved and the expected benefits in return for disclo-
sure.
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