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Categorization of Common Coupling and its
Application to the Maintainability of the
Linux Kernel

ABSTRACT

Software product lines are typically comprised of kernedutes, which are common to all
installations, and optional modules, which are used in sostallations. Data coupling between
modules, especially common coupling, has long been condideseurce of concern in software
design, but the issue is somewhat more complicated seftware product lines. This paper
presents a refined categorization of common (globalplieg based on definitions and uses
between kernel and nonkernel modules and applies theodatggn to a case study. Common
coupling is usually avoided when possible because of the @dtéot introducing risky
dependencies among software modules. The relative ofiskthese dependencies partially
depends on the specific definition-use relationshipsa pmevious paper, we presented results
from a longitudinal analysis of multiple versions betopen-source operating system Linux.
This paper applies the new common coupling categorizatioarsion 2.4.20 of Linux, counting
the number of instances of common coupling between eatte @& kernel modules and all the
other nonkernel modules. We also categorized each couplitggms of the definition-use
relationships. Results show that the Linux kernetaos a large number of common couplings
of all types, raising a concern about the long-terrmtaaiability of Linux.

KEY WORDS: D.2.2.d Modules and interfaces, D.2.7.g Mamability, D.2.8 Metrics/

Measurement, D.2.10.h Quality analysis and evaluations.
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1. INTRODUCTION

Software product lines [1, 2] are typically comprised dfeanel collection of modules plus
optional andvariant modules or features [3]. Couplings among modules have ignpatt on
the quality of the software. Coupling, particularly by vediyglobal and non-local data members
(calledcommon coupling has long been considered to present risks for sadtdavelopment,
particularly for reuse and maintenance [4, 5]. As erpldiat the end of Section 2, this is a
particular problem when the coupling atandestine[6], that is, when existing modules are
coupled to new modules by way of the new modules making u$e sme common variables
that the existing modules use.

However, we have noted that not all common couplingas#ttime. Most particularly, for
software product lines, couplings within the kernel are m@tsime as couplings between kernel
and nonkernel modules. Further, the risks of commaplow are strongly related to the pattern
of definitions and uses of the variables involved indbemon coupling. This paper presents a
method for analyzing common coupling based on the definitgnpatterns of common coupled
variables, a method that is developed into a metrisdivvare product lines.

This current paper follows a longitudinal study of thentanability of the Linux kernel
[7-9] that examined the kernel modules of nearly 400 suseessisions of Linux. Our major
results were that the number of lines of code in darhel module increasdmearly with
version number, but that the number of instances ofnmmmmcoupling between each kernel
module and all the other Linux modules graxponentially Both results were significant at the
99.99% level.

As explained in Section 2, common coupling is connectedfatdt-proneness.

Consequently, we raised the concern that the dependebeisveen modules induced by
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common coupling have the potential to render Linux hard iotaia at some future date, ending
reference [7] by stating: “In conclusion, our analysishe growth of common coupling within
successive versions of Linux tends to support Ken Thompsemsrk [10]: ‘I don’t think
[Linux] will be very successful in the long run’.”

Needless to say, these conclusions are not popularbivitix users when presented at
conferences [8, 9]. An audience member at an ISSRE 2002rp&®sl an intriguing question.
He wondered how widely the values of global variableddche changed within Linux. For
example, if global variables can be changed in just apieees, Linux would be considerably
more maintainable than if global variables can be gbdnn many places. The answer to this
question requires a definition-use analysis of Linux.

Our first step was to create a refinement of the icadit notion of common coupling.
This resulted in an analysis technique and metric for ewaduabftware product lines. The
analysis technique is based on the definition-use patt#frike coupled variables. It has
applications to evaluation of maintenance and reuse, amdalsa serve as a tool to help
designers avoid potential problems. The analysis techaigdienetric are presented in Sections
3 and 5. The technique has been applied as a case study wadely used open-source

operating system Linux, as described in Sections 4 aniih6results in Section 7. The paper

begins by summarizing traditional common coupling in Se@ion

2. MODULE DEPENDENCIES

The coupling between two units of a software product is a measureeodi¢gree of interaction
between those units and, hence, of the dependency betheamits. Stevens, Myers, and
Constantine [11] presented six levels of coupling betwesnrs @f modules. If there were no

coupling at all in a software product then that product woulttsisb of one large module, so
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some amount of coupling clearly is needed. That is, cougirey necessary consequence of
modularization. However, where there is coupling betwsvo modules, there is some degree
of dependence between those modules. The resultingededrdependence between two
modules may be higlstrong couplig) or low {veak coupliny

Too much coupling will make a software product fault prodiéficult to reuse, and
difficult to maintain. Page-Jones provided several aeasfor minimizing the number of
instances of coupling between modules [12]: (1) fewer interections between modules reduce
the chance that a fault in one module will cause &r&iin other modules; (2) fewer
interconnections between modules reduce the chanceclihages in one module will cause
problems in other modules; and (3) fewer interconnectiehsden modules reduce programmer
time in understanding the details of other modules. @lmg should be used with caution.

In this paper, we consider the classical coupling categmmymon couplingsalledglobal
couplingin the categorization of Offutt et al. [13]. Two moduitandQ are common coupled
if P andQ share references to the same global variable.

It has been shown that coupling is related to fault-pres® [4, 5], although it has not yet
been explicitly shown to be related to maintainabilit9n the other hand, there is as yet no
precise definition of maintainability, and thereforeréhare no generally accepted metrics for
maintainability. Nevertheless, if a module is faulpe then it will have to undergo repeated
maintenance, and these frequent changes are likely mgpromise its maintainability.
Furthermore, these frequent changes will not always seiated to the fault-prone module
itself; it is not uncommon to have to modify more tlmare module to fix a single fault. Thus,

the fault-proneness of one module can adverselytafiecmaintainability of a number of other
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modules. In other words, it is easy to believe thamnst coupling can have a deleterious effect
on maintainability.

There are three reasons why we cons@enmon couplingn this paper. First, it was
shown in a case study on the maintainability of multieersreal-time software that the
overwhelming preponderance of strong coupling introduced duringhéiietenance phase was
common coupling [14]. Second, there is considerable ceensy regarding what precisely
constitutes weak or strong coupling, let alone which caizg@n of coupling should be
followed. However, all categorizations we have seeclude a form of coupling that
corresponds to classical common coupling, and there sséenbe unanimity that common
coupling is risky.

The third reason we concentrated on common coupling is dbatmon coupling
possesses the unfortunate property that the number ah@est of common coupling between a
moduleM and the other modules can change drastically, evendiimM itself never changes,
an effect that has been calledndestine common couplif§]. For example, if modulegl and
N both reference global variablgy, then there is one instance of common coupling between
moduleM and the other modules. But if 10 new modules are writikrgf which reference
global variablggv, then the number of instances of common coupling betwesluleM and the
other modules increases to 11, even though madduteelf is unchanged. Bearing in mind that
the size of Linux has increased nearly 1000% since vefsi@nit should come as no surprise
that clandestine common coupling is widespread in Linuk @mntinues to increase [6]. The
resulting widespread presence of strong coupling is a mamsome for examining the

maintainability of Linux.
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3. DEFINITION-USE ANALY SIS OF SOFTWARE PRODUCT LINES

Evaluating the potential affects of common coupling requaresnalysis of the definition-use
patterns. Every occurrence of a variable in a program represents eithedefinition (or def)
of that variable (for exampleead (vvv) or vvv = 3) or auseof that variable (for example, =
vw + 3 orif (vwv > 7) print (y)) [15]. Suppose that modulé4 andM, are common coupled

because they both reference global varigle There are three possible situations:

(1) OnlyM; can change the value g¥. That is,gv is defined inM; but only used iM,.
(2) Only M, can change the value g¥. That is,gv is defined inM; but only used M.

(3) BothM; andM, can change the value g¥. That is,gv is defined in botiM; and

Situations (1) and (2) pose less risk for maintenance Babecause there are fewer
dependencies between the two modules when only onerofddéue change the value @i. The
dependencies are localized, thus effects of future chacayebe easily determined. When only
one module can defingv, changes to the other module cannot affect the definiodul®.
Furthermore, within a given module that can change glob#@bla gv, fewer places that can
changegv is better.

In def-use analysis, each instance of a variable ideldlaes either a definition or a use of
that variable. The next section describes how defansdysis is applied to a well-known and

widely used software product line example, Linux.
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4. METHOD AND RESULTS

We examined the latest stable version of Linux for rieHbased computer, version 2.4.20.
Linux contains a kernel component (27 modules, or filex) nonkernel components (4,061
modules) that are chosen for individual installations far specific hardware platforms.
Together, Linux comprises 3,332,168 lines of code (as computdd the Linux cross-
referencing toolxr). We usedxr to examine every instance of every global variable in every
module, and determined whether that instance was atdefior a use. This examination and
determination was performed independently by two of theoasitivyu and Chen), and the
differences were reconciled.

Tablel: Overview of Linux global variables.

Total number of Number of Number of Total number of| Total number of

global variables| unigue instances$ unique instances instances of instances of
of a global of a global global variables| global variables
variable in variable in in kernel in nonkernel

kernel modules nonkernel modules modules
modules
99 193 2,814 1,022 14,688
Totals 3,007 15,710

As shown in Table I, there are 15,710 instances of the 9®alglariables. Of these
instances, 1,022 are in kernel modules, and the remaining 14,683 cestin nonkernel
modules. If multiple occurrences of a global varialithin a given module are ignored, there
are 193 unique instances of a global variable in a kernellmoahd 2,814 unique instances of a
global variable in a nonkernel module, or 3,007 unique instamcall.

Table Il shows the number of global variables refezdnoy each pair of Linux kernel
variables. For examplacct.c (A) andcapability.c (B) both reference the same single global
variable, whereas there are 15 global variables tratreferenced by bottime.c (W) and

timer.c (X). Most kernel modules reference at least one gleaaable; only three modules,
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module.c (L), pm.c (N), anduser.c (Z), have no common coupling with any other kernel
module.

Tablell. The number of global variables referenced by each painax kernel modules. Key
to modulesA: acct.c; B: capability.c; C: context.c; D: dma.c; E: exec_domain.c; F: exit.c;
G: fork.c; H: info.c; I: itimer.c; J: kmod.c; K: ksyms.c; L: module.c; M: panic.c; N: pm.c;
O: printk.c; P: ptrace.c; Q: resource.c; R: sched.c; S: signal.c; T: softirqg.c; U: sys.c; V:
sysctl.c; W: time.c; X: timer.c; Y: uid16.c; Z: user.c.

A[B|JCIDIEJF|G[H[I JJ[KJL]IM[NJOJPJQJRI[S[TIUJVIWI[X][Y][Z
A 1)1 1] 1| 1| 1| 2 1 2 1 1 1 > 0L R 1 2 1 |2 |1
B |1 1 1] 2| 2 1 1] 2 1 1 2 > P L P |2 2 |1

cl1]1 1] 1 1 1 1 1 1 1 1 L 1§ L 1

D 1

E [1 |11 1] 1 1 1 1 1 1 [ L o ofp 1 |1

Fl1 21 1 2 1 1] 1 1 1 3 » P L P 1 2 |1

G |12 1] 2 1] 2| 3 3 1 1 2 5 P L B |2 2 |1

H |1 1 1 1 1 1 1

I [2[1]1 1] 1] 2] 1 1 1 1 1 1 > L L 2 1 2 |1
J (111 1] 1] 3 1 1 1 ] 1 1 @ 1 |1

K 2|2 1 1] 3] 1| 1 1 2 5 1 656 7 b 2 b

L

M1 |1]1 1] 1] 1 1 1 1 1 | L oL p [ 1 |1

N

o111 1] 1] 1 1 1 1 1 [ L o ofp 1 |1

P 1|21 1] 2| 2 1 1 1 1 1 L P 0L P 1 2 |1

Q 2

R|[2 |21 1] 2| 5] 1] 2[ 2 5§ 1 1 1 P 1T B |1 4 |1

S|1]2]1 1] 2| 2 1 1 1 1 1 2 2 E 2 |1

T|2[1]1 1] 1] 1 1 1 5 1 1 1 L n 1 1 3 |1

Ul1l[2]1 1] 2| 3] 1] 2[ 1 7 1 1 2 5 P 1 8 3 |1

VI 221 1] 1] 2 1 4 &6 4 1 1 I B 1 |8 1 1

W1 2 1%

X |2 21 1] 2| 2| 1] 2[ 1 5§ 1 1 ? 2 3 [3 [T [15 1
Y1 [1]1 1] 1] 1 1 1 1 1 1 I L o 1 1

z

There is clearly a widespread incidence of common coupbiigeen kernel modules. In
order to investigate the maintainability of the Linuxredr it is necessary to study in detail all
these instances of common coupling between kernel modsleg |l as all instances of coupling

between kernel and nonkernel modules.

5. DEF-USE ANALYSISDEFINITIONS AND CATEGORIES

Common coupling is normally considered to be a bi-diveel relationship. However, it seems

clear that definitions and uses have decidedly differ@tta on maintenance, thus the detailed
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analysis that we need to perform in order to consideretfiects of maintenance requires a
directional relationship. We choose to representudefrelationships graphically as illustrated
in Figures 1 through 3. In Figure 1 the outer rectangle demlo¢ekernel, s, andM, are both
kernel modules. The arrow froM; to M, denotes thaM; definesgv (at least once) anill,

useggv (at least once).

gv: My > M

Figure 1. An example of our graphical notation for representing comooupling. Module;
andM; both reference global varial®; the arrow means thd; definesgv andM,, uses it.

y

gv: M; (3, -)

M2 (-, 4)

Figure 2: Figure 1 with explicit def-use multiplicities added; definesgv three times anil,
usesgv four times.

gv_a,
gv_b:

y

Ms (2, 3) [«

M, (3, 5)

Figure 3: A further example of our graphical notation for represgnicommon coupling.
ModulesM3; andM,4 both define and use global variabips a andgv_b.

Figure 2 adds “multiplicity” information to Figure 1, shiowy thatgv is defined three
times inM; and used four times iMl,. In general, a paip( q) denotes that the global variable
is definedp times and used times in the module in which the pair appears.

When a global variable is defined in two modules, thevarconnecting the boxes
representing the modules is double-headed. This is shokigure 3, which shows that global
variablesgv_a andgv_b are both defined and used in modésandM,. The outer rectangle
denotes thaMs is a kernel module, whered4, is a nonkernel module. Global variabgps a

andgv_b are together defined twice M3 and three times iM,, and together are used three
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times inM3 and five times inVl;. Additional features of our notation will be explainetien
they are introduced.

As shown in Table Ill and described below, we classifgbgl variable into five
categories. All forms of common coupling are congddp be undesirable (although sometimes
necessary), but the ways global variables are usedecalagsified as safe or unsafe with respect
to maintainability. Linux is composed of a kernel setnwidules, which are included in all
installations of Linux, and nonkernel modules that aréudex in specific installations. This
configuration is found in many software product lines [Blstthe analysis can be applied to
software product line systems. Because kernel modwdea@uded in all installations of Linux,
we are most concerned with effects of common couplinghenkernel. We consider global
variables to be either safe or non-safe with respecthe kernel. Consequently, we are
concerned with defs in both kernel and nonkernel moduidsuaes in kernel modules, but uses
in nonkernel modules are not relevant.

Tablelll. Categorization of global variables.

Category Description
number
1 A global variable defined in kernel modules but not useshynkernel modules.
2 A global variable defined in one kernel module and usedhénay more kernel
modules.
3 A global variable defined in more than one kernel modaube, used in one ar
more kernel modules
4 A global variable defined in one or more nonkernel modaites used in one ar
more kernel modules.
5 A global variable defined in one or more nonkernel madafel defined and used
in one or more kernel modules.

» k—2>k safe A global variable is defined to ternel-to-kernel saféor k->k safe for brevity) if

there are no defs in the kernel that can reach ughs kernel.
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Thus, a change to aXk safe variable in a kernel module cannot affect thedter8o, if
there is no def of a specific global variable in a kemedule or there is no use of that global

variable in a kernel module, the global variable-iskksafe.

» k=2>k unsafe A global variable is defined to bBesrnel-to-kernel unsafék->k unsafe) if it is

not k=>k safe.

In the various operating systems we have examined, we maticed that there are a

number of k> k unsafe global variables that are defined in only one kemadule. (In the case

of Linux, this is reported in Section 6.) Accordinghe need a further definition:

* minimally k2>k unsafe A k->k unsafe global variable is defined to fioeimally kernel-to-

kernel unsaféminimally k->k unsafe) if it is defined in only one kernel module asdd in

one or more kernel modules.

We require two further definitions to describe the @ffef a change in a nonkernel

module to a kernel module.

* nonk2k safe A global variable is defined to beonkernel-to-kernel saféhonk>k safe)

there are no defs in nonkernel modules that can rasgs in kernel modules.

Thus, a change to a nofdk safe global variable in a nonkernel module cannot afffect

kernel.
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* nonk>k unsafe A global variable is defined to beonkernel-to-kernel unsafgnonk>k

unsafe) if it is not nonkk safe.

We next use these definitions to divide common variabies five categories. The
categories have increasing levels of effect on the taiaability of the kernel, and thus can be
considered be increasingly objectionable. Later in thpempae apply these categories to the
Linux kernel and count the number of common variablesach type. As previously explained,
we consider uses only inside the kernel, but we considemtams both inside and outside the

kernel.

5.1 Category-1 Global Variables

A category-1 global variable is defined in a kernel modutehlas no kernel uses. A category-1
global variable is used in one or more nonkernel modiblasthis is not important from the

viewpoint of the maintainability of the kernel. Figureepicts a category-1 global variable.

M,

Y

gvl: M,

Figure4: A category-1 global variabigvl.

Category-1 global variables can probably be consideredetst objectionable with
respect to maintainability. First, there is no commoonpling between kernel modules that
involves category-1 variables, so a change to a categeayidble cannot affect another kernel
module. Thus, category-1 global variableslatek safeas reflected in Table IV. Second, there
are no uses of category-1 variables in kernel modulea,sodification to a nonkernel module

involving a category-1 global variable cannot induce a regmessiult in a kernel module.
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Accordingly, category-1 global variables are amk>k safe The fact that category-1 global
variables are both-kk safe and non®k safe means that category-1 global variables have
minimal impact on the maintainability of kernels.

Table1V: The safety of global variables in each category.

k->k safe Minimally k>k unsafe k->k unsafe
nonk>k safe Category 1 Category 2 Category 3
nonk->k unsafe Category 4 — Category 5

5.2 Category-2 Global Variables

A category-2 global variable is defined in one kernel medahd is also used in one or more
kernel modules. Category-2 global variables may be usednkemel modules, but that use is

not important. Figure 5 depicts a category-2 global & gv2.

gv2: M,

Y

M,

Figure5: A category-2 global variablgv2.

As with category-1, a modification to a category-2 glokariable in a nonkernel module
cannot affect a kernel module because there are natiefinof category-2 global variables in
nonkernel modules. That is, category-2 global variablkesank>k safe. However, category-2
global variables are-kk unsafe because a change to the kernel module thaesl¢fie variable
can affect the kernel module that uses it. By dedinjthowever, a category-2 global variable is

defined in only one kernel module, and thus iisimally k->k unsafe

5.3 Category-3 Global Variables

A category-3 global variable is defined in more than ceradéd module, and is also used in one
or more kernel modules. Category-3 global variables begaysed in nonkernel modules, but

that use is not important. Figure 6 depicts a categotgiabvariable.



Categorization of Common Coupling October 2, 2003 Page 15

gva3: M, > M,

A
<
®

Figure 6: A category-3 variablgv3.
As with category 2, category-3 global variables aoak>k safe However, they are
k->k unsafe They are not minimally ®k unsafe, because a category-3 global variable is

defined in more than one kernel module.

5.4 Category-4 Global Variables

A category-4 global variable is defined in one or more romid modules, and used in one or
more kernel modules. As with category-2 and -3 globahlikes, uses in nonkernel modules are
not important. Figure 7 depicts a category-4 global vagid. Figure 7 is the same as Figure

4, but with the direction of the arrow reversed.

gvé: < M,

Figure 7: A category-4 variablgv4.
Category-4 global variables are undesirable. Theykaxk safebut nonk>k unsafe
That is, a kernel module that uses a category-4 globabla is vulnerable to modifications to
that global variable in a nonkernel module that defines/éniable. The principle of “separation
of concerns” tells us that changes to nonkernel modstesild not be able to affect kernel

modules.
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5.5 Category-5 Global Variables
A category-5 global variable is defined in one or more nomdemodules, defined in one or
more kernel modules and used in one or more kernel madH&ure 8 depicts a category-5

global variable.

gvs:

N

Mi(1,1)

Mz(1,-)

Figure 8: A category-5 variablgvs.
Category-5 global variables are bdtk unsafeandnonk>k unsafe That is, a kernel
module that contains a category-5 global variable iserable to modifications to both a kernel
module and a nonkernel module in which that global varistdefined. It is extremely difficult

to minimize the impact of changes that involve catedgogjobal variables.

6. LINUX CASE STUDY

These categories have been applied as a case studyLinukeperating system. As explained

in Section 4, global variables of all five categoriesevfound and counted.

6.1 Category-1 Global Variablesin Linux

A category-1 global variable is defined in one or morenékemodules (files) and used in one or
more nonkernel modules. Figure 9 shows an examplglial variabletotal _forks, that falls
into this category. It is defined twice in kernel modialk.c, and is used twice in a nonkernel
module. Global variablerof buffer, shown in Figure 10, is also in category-1. It is defined

once in a kernel moduldirfier.c) and is used a total of 49 times in 24 nonkernel modules.

total_forks: fork.c (2, -) _ 5| 1 nonkernel module (-, 2)

Figure 9: Common coupling of category-1 global varialiesl forks.
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Table V shows that 23 Linux global variables fall inttegory 1.

October 2, 2003

timer.c (1, -)

Y

24 nonkernel modules (-, 49)

Figure 10: Common coupling of category-1 global variaptef buffer.
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Ignoring multiple

instances of a global variable in a module, there arenRfue instances of a category-1 global

variable in a kernel module, and there are 35 such instatiogether. All these instances are

definitions.
Table V: Summary of definitions and uses of global variablesnix.
Category| Number Kernel modules Nonkernel modules
number | of global Number | Number | Number | Number | Number | Number
variables| of unique of of of unique of of
instances| instances| instances| instances| instances| instances
of a of of uses of a of of uses
global | definitions global | definitions
variable variable
1 23 25 35 — 220 — 389
2 28 76 36 208 1,041 — 4,437
3 4 10 25 15 91 — 302
4 24 27 — 65 66 40 171
5 20 55 180 458 1,396 1,732 7,617
Overall 99 193 276 746 2,814 1,772 12,916

6.2 Category-2 Global Variablesin Linux

A category-2 global variable is defined in one kernel modumeé used in one or more kernel

modules. (The global variable may be used in a nonkenodule, but this is not important.)

Figure 11 shows four category-2 global variabt@gerflowuid, overflowgid, fs_overflowuid,

andfs_overflowgid. They are each defined once (a total of 4 definitionsysic, and are each

used once iksyms.c andsysctl.c (a total of 4 times in each module) and a total of 22im

16 nonkernel modules (files).
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overflowu!d, 16 nonkernel modules (-, 22)
overflowgid,
fs_overflowuid \

fs_overflowgid:

ksyms.c (—, 4) sys.c (4, -) sysctl.c (—, 4)

A

Figure 11: Category-2 global variabless/erflowuid, overflowgid, fs_overflowuid, and
fs_overflowgid

Table VI: Details of category-2 global variables in Linux nomet modules.

Variable Nonkernel modules
Number of modules containing a| Number of Number of uses
unigue instance of a global variabledefinitions
jiffies 887 — 3,977
All others 154 — 460
Total 1,041 — 4,437

887 nonkernel modules (-, 3977)

A

sched.c (-, 2)

ksyms.c (-, 1)
jiffies: /

fork.c (-, 1) < timer.c (2, 2) info.c (-, 1)
/ !
itimer.c (-, 3) acct.c (-, 4) sys.c (—, 1)

Figure 12: Category-2 global variabidfies.

y

Table V shows that there are 28 category-2 global Masan Linux. Ignoring multiple
instances of a global variable in a kernel module, thege76 instances of a category-2 global
variable in a kernel module. Considering all instancesatégory-2 global variables in kernel
modules, there are 36 definitions and 208 uses. The nurhbemoe instances of a category-2

variable in a nonkernel module and the number of instalmdeuses are 1,041 and 4,437,
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respectively. This is mainly due to global variajiges, details of which are shown in Table
VI. The global variablgiffies is defined intimer.c only twice, but it is used 3,977 times in 887
nonkernel modules, as shown in Figure 12. Excluglifigs, the other 27 global variables in
category-2 are found in only 154 nonkernel files; therenalg 460 instances of their uses.
Detailed analysis gfffies shows that 716 out of the 887 nonkernel modules are retated
drivers and structures. In fact, 3,381 out of the 3,977 inssamicuses relate to drivers and arch
(platform-specific) files. That is, in any one implemtation of Linux, there are only 596 uses of
category-2 global variables, plus a few more in drivedules and in platform-specific modules.
Unfortunately, this does not change the maintainabifity® Linux kernel. When modifications
are made to Linux, they must be made to the entstesy not just to a specific small set of

drivers and platform-specific modules.

6.3 Category-3 Global Variablesin Linux

A category-3 global variable is defined in more than one kenoelule, and used in one or more
kernel modules (and possibly in one or more nonkernedlutes, but this is not important). Two
of the global variables that fall into this categorg ame_constant and xtime, depicted in
Figures 13 and 14, respectively. The dotted lines in Figure 14aseghe modules that have
instances of both definitions and uses of the globaabtr timer.c, time.c) from the modules

that have instances of only uses of the global varialolet.c, ksyms.c).

2 nonkernel modules (-, 3)

AN

5| time.c (2, 4)

time_constant:

N

timer.c (1, 2)

Figure 13: Category-3 global variabkme_constant.
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63 nonkernel modules (—, 273)

A

timer.c (9, 2) |g » time.c (3, 3)

xtime:

acct.c (—, 1) ksyms.c (—, 1)

Figure 14. Category-3 global variablgime.
A summary of the definitions and uses of the categorp3adjvariables appears in Table
V. In addition, details of those variables are giveiable VII; one global variablegtime, is
responsible for nearly ninety percent of the instanéeses in nonkernel modules.

Table VII: Details of category-3 global variables in Linux nonletmodules.

Variable Nonkernel modules
Number of modules containing|@&Number of Number of uses
global variable definitions
xtime 63 — 273
Others 28 — 29
Total 91 — 302

6.4 Category-4 Global Variablesin Linux

A category-4 global variable is defined in one or morekeomel modules and used in one or
more kernel modules. Two of the global variables itgilog to this categoryghild_reaper and
system_utsname, are shown in Figures 15 and 16, respectively. A sumpfatgfinitions and

uses appears in Table V.
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1 nonkernel module (2, -)

child_reaper: / \

exit.c (-, 2) sched.c (-, 3)

Figure 15: Category-4 global variablehild_reaper.

34 nonkernel modules (8, 107)

system_utsname: / A2 \

ksyms.c (—, 1) sysctl.c (-, 5) sys.c (—, 7)

Figure 16: Category-4 global variabkystem_utsname.
6.5 Category-5 Global Variablesin Linux
A category-5 global variable is defined and used in oneare monkernel modules and one or
more kernel modules. Linux contains 20 category-5 globahbles. Figure 17 shows global
variablespanic_timeout andstop_a_enabled and Figure 18 depicts the definitions and uses of
global variableinit_task. Data from Figures 17 and 18, as well as from the otéEgory-5
global variables, appear in Tables VIII and IX. In par@culthere are 1,732 nonkernel
definitions of category-5 global variables, 1508 just darrent; details of the definitions and

uses oturrent are shown in Figure 19.

14 nonkernel modules (11, 13)

/

panic_timeout, P Ny
stop_a_enabled: panic.c (3, 4) sysctl.c (-, 4)

Figure 17: Category-5 global variablggnic_timeout andstop_a_enabled.
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init_task:

October 2, 2003

60 nonkernel modules (21, 54)

/

Page 22

N

fork.c (2, -)

T~

sched.c (1, 7)

/

kmod.c (-, 2)

Figure 18 Category-5 global variablait_task.

Table VIII: Details of category-5 global variables in Linux kermeldules.

Global Kernel modules
variable | Number of modules containing &lumber of Number of uses
global variable definitions
current 18 114 382
Others 37 66 76
Total 55 180 458

Table1X: Details of category-5 global variables in Linux nomed modules.

Global Nonkernel modules
variable Number of modules| Number of definitions Number of uses
containing a global
variable
current 1077 1508 7290
Others 319 224 327
Total 1396 1732 7617
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1077 nonkernel modules (1508, 7290)

current:
A
Y
e sofrq.c | e
o SR
fork.c signal.c
(2, 25) (13, 69)
timer.c kmod.c
2. 8) (2, 13)
sched.c exit.c
(14, 29) (14, 35)
sys.c acct.c
(49, 115) (2, 21)
itimer.c uid16.c
(7,9) (2, 12)
exec_domain.c
........... (4, 14)
ptrace.c (-, 12) context.c (-, 3) printk.c (—, 1)
capability.c (-, 9) sysctl.c (-, 2) panic.c (-, 1)

Figure 19 Category-5 global variableurrent.
In our opinion, the large number of definitions of catggw global variables represents a

risk to the long-term maintainability of the Linux ketn
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7. THE MAINTAINABILITY OF THE LINUX KERNEL

Table IV summarizes the safety characteristics #mheof the five global variable categories,
that is, it shows the potential effect that a modiiien to a global variable in each category can
have on the Linux kernel. Categories 1 through 3 aremak>k safe That is, a modification to
a global variable in a nonkernel module cannot affdctrael module containing an instance of
that global variable (unless the modification introduaedefinition of the global variable and
thereby changes its category). In addition, a categ@ipiial variable ik—>k safe not even a
change to a kernel module can affect a kernel moduiéairong an instance of that global
variable. A category-2 global variablergnimally k>k safe there is just one kernel module
that contains a definition of that global variabled @mly a change to a definition in that kernel
module can affect another kernel module containing daannos of the global variable. Finally, a
category-3 global variable s>k unsafe

Category-4 and category-5 global variablesraoek>k unsafe That is, a modification
to a nonkernel module can affect a kernel module (unilessmodification removes all
definitions of that global variable in nonkernel modudesl thereby changes its category).
Category-4 global variables éke k safe whereas category-5 global variableslafek unsafe

The distribution of the definitions and uses of the kirglobal variables by category
appears in Table X. As stated in the previous paragrapbalglariables in categories 1, 2, and

3 are all nonkok safe. They constitute about 55% of all global \@eia.
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Table X: Distribution of definitions and uses of Linux globakiables by category.

Category Percentage of all global| Percentage of instances pPercentage of instances of
variables global variables in kerne global variables in
modules nonkernel modules
1 23% 13% 8%
2 28% 39% 37%
3 4% 5% 3%
4 24% 14% 2%
5 20% 29% 50%

However, from the viewpoint of maintenance, what ipamant is not the number of
unsafe global variables, but rather the numbensincef global variables and the number of
instancesof unsafe definitions of global variables. First, l@nge is made to a global variable,
it has to be consistently made to every instanceaifdglobal variable. Thus, the total number of
instances of global variables (15,710 in the version of Liwexexamined here, as stated in
Table I) is important. Second, every unsafe definitiba global variable constitutes a potential
source of vulnerability from the viewpoint of maintenaraf the Linux kernel. From Table V,
we see that there are 36 instances of definitions ofcate€ global variables, 25 instances of
definitions of category-3 global variables, and 180 instantefinitions of category-5 global
variables in kernel modules. Furthermore, there are 1péf@nces of definitions of category-4
and category-5 global variables in nonkernel modulesat ™) there are 2,013 instances of
definitions of global variables that could affect a kemeldule if a modification were made to
the module containing that global variable.

In addition to the large total number of instances obagl variables, we believe the fact
that that there are many instances of unsafe defisitd global variables represents a long-term

risk factor for Linux.
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8. CONCLUSIONS AND FUTURE WORK

This paper presents two ideas. First, it defines a wajassify instances of common (global)
coupling within software product lines. The classificatienbiased on the definition-use
characteristics of the variable references betweenekand nonkernel modules. Second, the
paper presents results from a case study of applying #ssifatation to Linux. Instances of
common coupling were classified into five categories aralyaed as being “safe” or “unsafe”
for the kernel modules.

Version 2.4.20 of Linux for Intel-based computers contains 168ad variables. We
determined whether each of the 15,710 instances of thosd géolables is a definition or a use
of that global variable. We found 2,013 unsafe definitminglobal variables, that is, definitions
of global variables that could affect a kernel module mhedification involving that global
variable were made to the module in which the globahlte is defined.

In a previous paper [7], we concluded that the large numberstdnces of common
coupling within Linux has the potential to lead to problem$wiaintaining the Linux kernel in
the long term. The large number of unsafe definitidnglabal variables reported in this paper
reinforces our concern that, unless Linux is modifieddntain less global coupling, the future
prognosis of the maintainability of the Linux kernel viné unfavorable.

We hope that this paper will contribute to the fieldhree ways. First, it is hoped that
these results can influence developers of Linux to redbeeamount of common coupling,
particularly of category-4 and category-5 global variabl8econd, it is hoped that this method
of measuring a kernel-based system can be applied to otheare systems that are developed

using software product lines. Finally, the categorizatiboommon coupling should be used as
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a guide by developers of product line software. Categdriaad 5 are the riskiest types of

common coupling and should always be avoided.
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